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1 INTRODUCTION

The progression of technology within substations has seen a migration of away from
traditional hardwired solutions, towards Ethernet architectures. As a first step, IEC 61850 brought the
ability to exchange data between devices and systems more readily than before, particularly in
the case of binary GOOSE exchanges, and reporting. In the first installations, some dating back
nearly 10 years, the focus on IEC 61850 was for system engineering, not time-critical duties such as
tripping.

Today, the digital substation is very much a reality, with contracts under execution. In
such architectures, the scheme engineering has migrated to a full Ethernet implementation, with
GOOSE being used for circuit breaker tripping purposes, and the analogue measured values
being communicated by IEC 61850-9-2.

This means that the time-critical fault clearance chain is now implemented using the process
bus, extending between the relay room and the yard. In the process bus architecture, a number of
intelligent electronic devices must partner together, using the communication network in order to
achieve fault clearance times equivalent to those for historical hardwiring.

Merging units capture current (CT) and voltage (VT) measurements in the yard, which are
then published as IEC 61850-9-2LE sampled values, then communicated to a subscribing devices such
as protection relays. Any trip command is then communicated back to the yard — either to a discrete
switchgear control unit, or back to the original merging unit.

Each function performed within the merging unit, the relay, and any intervening network
components (such as Ethernet switches) must be performed in real-time, with the minimum
amount of latency. No part of the chain must impose an undue delay, if the speed and
consistency equivalent to traditional hardwired architectures are to be achieved or bettered.

This paper discusses the design approach, and unique hardware and software
implementation which has been undertaken to design a high-speed merging unit for
transmission-class applications. Section 2 describes the main requirements for a merging unit. Section
3 shows the characteristics of the Field-Programmable Gate Array (FPGA) devices and compares
them with traditional processor architectures and performance. A low latency SMV publisher, fast
GOOSE publisher and subscriber and High-Speed High-Break output contacts merging unit
implementation is shown in Section 4, able order to provide a reaction time of less than 200
microseconds. Finally, section 5 presents practical test results of the innovative hardware design in
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comparison to standard IEDs. Lastly, the conclusions and recommendations for future work are
presented in Section 6.

2 MERGING UNITS

In conventional substations, every device in the relay room, such as protective relays and
digital fault recorders, has its own acquisition system. All the cables from the switchyard (including
those from the instrumentation transformers and circuit breakers), are directly connected to the
analogue and binary inputs of these devices. IEC 61850 process bus has changed this approach and
now the Ethernet network is the means of data transportation from the switchyard to the relay room
(1], [2].

With this approach, most of the copper cables used in conventional installations to connect
field devices, such as instrument transformers, circuit breakers, etc., to IEDs are replaced by messages
in a fiber optic communication network. Within this context, current and the voltage signals are
sampled and converted to digital values, which are then transmitted through the network in
standardized messages known as Sampled Measurement Values (SMV), as described in IEC 61850-9-
2 [4] and IEC 61869-9 [6]. Binary signal information such as circuit breaker state and command is
transmitted through the network in standardized GOOSE (Generic Object Oriented Signal Events)
messages, as described in IEC 61850-8-1 [5]. A new IED called Merging Unit (MU), installed on the
switchyard and connected directly to the CT and VT is responsible for the conversion of all these
signals to network messages.

In terms of analog measurements, merging units must provide SMV packets with the
magnitude and phase accuracy similar to that provided by the conventional acquisition system in order
to keep the requirements of the system [3]. Furthermore, since the SMV messages do not carry
timestamp information, but only sample count, merging units need to provide stable samples with
relation to time. It means that, for example, in the case of a nominal frequency of 60 Hz and a sample
rate of 80 frames/cycle (protection profile), every sample must be sent to the network spaced in 208
microseconds. Additionally, it is imperative that the first sample of the second be as close as possible
to the PPS (Pulse per Second) turnover. Good stability of the Merging unit is defined to these
characteristics and they are strongly dependent on the performance of the internal algorithms to
process the data and keep the time synchronization of the acquisition system.

As for status of binary inputs, GOOSE messages must be sent through the network with the
minimum delay in order to provide similar performance of the hardwired signals, even more crucially
when the MU is receiving a trip command to be relayed to the circuit breaker. The delay to receive and
process the message and provide a reaction can be critical to the protection scheme. Thus, the delays
must be near instantaneous to not compromise the behavior of the system, mainly when considering
the time delay to effectively close the trip contact.

3 FPGA AND MICROPROCESSORS

The most common architecture for microprocessor IED devices is to carry out the signal
acquisition, protection functions, and Ethernet packets management, in a centralized processor. This
processor also needs to manage the configuration, control HMI and other internal services. Typically,
such devices use an operating system (OS) to manage the processor concurrent schedule and its
interface with the other circuits.

If we focus on the MU application, even in real time OS, it is not possible to guarantee that the
time delay between the signal acquisition and the SMV being sent through the Ethernet port does not
vary over time. However, this may be circumvented with the use of Field Programmable Gate Array
(FPGA) to control the critical processes. This is achieved due to the multiple threads running
concurrently at the hardware level of the FPGA system, operating fully in parallel and independent
fashion. This way, by controlling the traffic in the Ethernet ports in a FPGA circuitry, nondeterministic
delays can be eliminated. Furthermore, for the non-critical applications such as configuration and HMI
management, it is possible to use a soft/hard-core processor running any flavor of OS within the
FPGA.
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4 MERGING UNIT HARDWARE IMPLEMENTATION

Merging units replace the I/O interfaces of the relays. They receive GOOSE messages in order
to command the circuit breakers and send GOOSE messages to the network to signalize the current
status of the switches in the switchyard. Related to the analog measurements, sampled values replace
the data provided by the conventional acquisition system of the relays. Thus, these measurements must
consider the same requirements in terms of stability, latency and time synchronization of the
traditional acquisition systems.

For accurate performance, it is imperative that the sampling rate of the MU device be stable. It
means the time between two consecutive samples transmitted through Ethernet must be the same.
Using FPGA latency can become so low to the point of being negligible. In the MU320
implementation, an FPGA controls the analog acquisition system, creates the Ethernet packets and
manages the traffic in the Ethernet ports. The soft/hard-core processor manages the configuration and
provides the model for the SV packet to be transmitted. Figure 1 shows a block diagram of a solution
based on FPGA implementation.

Figure 1. Block diagram for sampled values publishing based on FPGA.

For the GOOSE messages, process the Ethernet packet in the processor is a typical solution
due to the commercial availability of GOOSE processing libraries for different operating systems. In
this scheme, to generate a GOOSE message, it is necessary to read binary inputs and insert the
resulting packet on the Ethernet output buffer. Since the network traffic varies, there is a non-
deterministic delay from the binary input be read, be processed by the processor and the GOOSE
message be sent. Similarly, the time delay to activate a binary output will depend on the time delay to
process the GOOSE message contents received from the Ethernet input buffer.

Because the binary input/output status is available on hardware level as well as the controller
of the Ethernet interface, it is much more efficient to generate or receive GOOSE messages on
hardware level, with no delay inserted.

With the architecture based on an FPGA and a soft/hard-core processor, general packets
from/to the processor and GOOSE packets from/to the GOOSE Publisher/subscriber can be controlled
in the hardware level. Because the FPGA controls the Ethernet traffic to/from the Ethernet interface,
GOOSE messages are prioritized and are not delayed even in case of a huge traffic of general packets
from/to the processor.

Since the state of a binary input is available to the GOOSE Publisher, the implementation
relies on a hardware block capable of creating and sending GOOSE packets, publishing the
information to the Ethernet controller to be distributed on the network. Considering the packets from
GOOSE publisher have a higher priority, the GOOSE message is sent to the Ethernet port with no
delays.
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GOOSE messages received from the Ethernet port are redirected to the GOOSE subscriber
hardware block that parses the message to identify changes in the attribute of binary data in the
GOOSE Control Block. According to the configuration of the IED and the contents of the GOOSE
message received, the state of a binary output is changed.

In this approach, the configuration of the GOOSE messages to be received and transmitted by
the IED is established by the processor and fully configurable by the user. The block diagram for the
implementation of the GOOSE Publisher and the GOOSE Subscriber is shown in Figure 2 and
Figure 3 respectively.

Figure 2. GOOSE publisher block diagram.

Figure 3. GOOSE subscriber block diagram.

Considering the binary output can be related to the trip command, the GOOSE messages must
not be only received faster but the trip contact must be closed faster as well. Conventional solutions
are based on electromechanical relays that have a slower reaction (around 5 milliseconds) due to the
mechanical switching time delay.

In order to provide a complete solution, an innovative high speed trip contact (fast make)
performs a faster reaction (in order of microseconds). This fast make is achieved using a static switch,
with a conventional contact closing in parallel, to achieve a higher carrying, and to offer a high
inductive break rating.

5 PERFORMANCE TESTS

Figure 4 shows the test setup for GOOSE performance. All IEDs are synchronized via IRIG-B
by an RT430 Grandmaster GPS clock. The MU320 (1), IED (1) and IED (2) also receive a PPM signal
from the GPS clock on one of their binary inputs. These IEDs are also programmed to send a GOOSE
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message with a dataset including the binary input used for the PPM signal. All this network traffic is
routed to a T1000 Ethernet Switch and then to an RPV311 Digital Fault Recorder, where the messages
are received through the electrical Ethernet port and their time-stamping recorded.

Additionally, another merging unit with a high-speed high-break board, MU320 (2), is
programmed to receive the GOOSE messages from all the IEDs and translate the dataset to a binary
output. This output is connected to an RA331 acquisition module, which is the binary input of the
DFR system. This measures the combined delay of decoding and switching of the physical output
contact of MU320 (2), plus the time to process and send the GOOSE messages from MU320 (1), and
IEDs (1) and (2). The test serves a dual purpose. On one hand it evaluates the performance of the
MU320 on tripping a virtual circuit breaker, although in the test case the switching load is purely
resistive. On the other, it shows the IEDs performance of GOOSE time-stamping, i.e. detecting a
change and encoding a message, and processing, i.e. publishing the message on the network.

Figure 4. GOOSE performance test scenario and IED interconnection.

The results for the GOOSE time-stamping are presented on Figure 5. The influence of the IED
implementation on the overall result is clearly seen. While the FPGA implementation falls within the
0.2 milliseconds range, microprocessor based IEDs range to some to dozens of milliseconds.

Figure 5. Test results for logical time-stamping of GOOSE, MU320 (1) (left), IED (1) (center) and IED (2)
(right). Vertical axis in number of samples N and horizontal axis time delay in ms.
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Figure 6. Test results for physical contact output, MU320 (1) (left), IED (1) (center) and IED (2) (right).
Vertical axis in number of samples N and horizontal axis time delay in ms.

On Figure 6 the performance of the physical output of the MU320 when actuated by the
GOOSE of various IED is presented. Once again, the influence of the truly parallel processing is clear
on the results. The MU320 results present a pattern of virtually double processing time (2 MU320 on
the loop) and almost negligible contact switching delay. The concentrated distribution shows that there
is very little variance in the processing time and contact switching. IED (1) presents a more evenly
distribution, even though most of its time-stamps fall into two values on the first test. That is due to a
delay in the actual publishing of the message, where a second source of variance in the delay is
introduced. IED (2) distribution is virtually the same as the prior test case, showing that the processing
time of the MU320 compared to that of the IED is virtually inexistent. In all cases the mean output
time has risen slightly, on the same degree as the MU320 delay, as expected by the inclusion of
MU320 (2).

6 CONCLUSION

The paper discusses how the use of merging units is becoming the new standard for power
system protection and how their performance is crucial for proper power system protection. The
influence of different approaches of hardware implementation in the resulting performance of the
IEDs is discussed and comparative test results are presented.

The very low standard deviation of FPGA hardware is clearly seen on the results presented,
eliminating most of the jitter and variance of the IED response and providing results more consistent
to the traditional hardwired signals. Furthermore, the drastic speed of logical GOOSE message
processing using FPGA is also clearly demonstrated, reducing processing time almost in 20 to 350
times that of the microprocessor IEDs used in comparison.

On the physical contact switching test, it can be seen that combining the high-speed outputs
and the FPGA hardware the overall processing times are really low. Even with two MU chained, the
total delay for decoding a change of state in a binary input, encoding a GOOSE message, transmit and
decode that same message, and finally actuate on a binary output is always less than 0.3ms. When
compared to traditional systems, which rely on cascaded switching operations, this incurs in a
drastically lower delay for the transfer of information.

As a conclusion, with the optimization of real-time performance of the merging units and
other components of the digital substation, not only can we match, but also surpass the performance of
traditional hardwired stations, meanwhile making use of the IEC 61850 added benefits. Interoperable
solutions built to international communication standards deliver the security, dependability, speed and
availability demanded by utilities.

For future works, the test cases may be expanded so that individual IED performance may be
evaluated, without cascading the connections. Furthermore, a larger number of sample may be
collected and their statistical data gathered, to summarize important conclusions and saliences more
clearly.
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ABSTRACT

Several pilot projects related to the Process Bus are being executed with the main goal to certify the
reliability of the network as the mean to transmit information which is critical to the integrity of the
protection system. This paper presents a methodology to evaluate the process bus reliability based on
the reliability model for various network topologies. Considering the MTBF of the elements of the
protection system, the reliability level of the whole system was determined and the results were
analyzed.

1. INTRODUCTION

In the power sector the system security is vital to keep the stability in energy supply to consumers.
Traditionally, protection engineers are conservative with respect to preserving the integrity of all the
elements that make up this system. Depending on the voltage levels in substations, the use of
redundancy in protection schemes is used to mitigate the risks of problems [1].

In conventional substations, every device in the relay room, such as protective relays and digital fault
recorders, has its own acquisition system. All the cables from the switchyard (including those from the
instrumentation transformers), are directly connected to the analogue inputs of these devices. IEC
61850 [2] process bus has changed this approach. The network is being considered as the means of
data transportation from the switchyard to the relay room [3]. Both utilities and system integrators
recognize the benefits and the economic viability of using Ethernet communication network to
interconnect Intelligent Electronic Devices (IEDs) inside the substation control house. IEC 61850
considers this level of communication as the Station Bus.

In addition to the Station Bus, IEC 61850 considers another level of communication, namely, the
Process Bus. The Process Bus is intended to replace most of the copper cables used in conventional
installations to connect field devices, such as instrument transformers, circuit breakers, etc., to IEDs by
messages in a fiber optic communication network. Within this context, current and the voltage signals
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are sampled and converted to digital values, which are then transmitted through the network in
standardized messages known as Sampled Measurement Values, as described in IEC 61850-9-2 [4]
and IEC 61869 [5]. This conversion is performed by a device called Merging Unit (MU).

The use of Process Bus in power systems has been considered the newest wave of technological
evolution. However, it has not been widely adopted yet, probably because power system professionals
are not so confident about using Ethernet networks to transmit information which is critical to the
system secure operation. Different network approaches provide different reliability levels. In this
paper, the reliability of different topologies is obtained by using a methodology for creating models
based on the reliability of each element that makes up the structure of the whole network
communication, from the measuring elements (merging unit) up to the command to the drive
(protection relay). Based on the estimation of the MTBF (Mean Time Between Failures) of each
element of the network, the reliability of the system is obtained, and it is possible to evaluate the effect
of the redundancy.

2. RELIABILITY

A widely accepted definition of reliability is that it is the probability of a device performing its
function properly, for a certain period of time, under given operating conditions [6]. The use of the
theory of probability in engineering problems is viewed with skepticism by those who consider
engineering as something purely deterministic. However the integration of statistics and probabilities
is a natural thing in the analysis of possible results by creating hypothetical scenarios in order to
evaluate the possibilities of occurrence of different situations. The use of redundant systems has been
considered in several situations. According to [7], redundancy is the existence of more than one means
to perform a given function. This consideration is closely linked to reliability and suggests an
improvement in the conditions of the system being analyzed.

The methodology to provide the reliability level of the protection system is based on the creation of
reliability models that relates the individual reliability of all the units that compose it. Considering
these models, quantitative levels of reliability of the whole system is obtained. Depending on the
complexity of the system, different approaches can be used to provide the reliability model of the
system. Some methods are shown as follows.

2.1.Block Diagrams

In block diagram models, according to [8], each block represents a unit. In the series configuration, all
the units must work normally for the system success. For independent failing units, the reliability of
the m-series system is shown in figure la. In the parallel configuration, at least one such unit must
operate normally for the system success. The m-parallel system reliability is shown in figure 1b.
Mixed configuration considers the composition of the series and the parallel models for creating a
specific model.

a) series configuration b) parallel configuration

Fig. 1 — Block diagrams.

Rs and Rps are the reliability level for the series and parallel models, respectively and, Ri is the
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reliability level for the i-th unit of the diagram.

2.2.Complex methods

More complex systems require more specific methods to provide a reliability model. The fault tree is a
deductive system analysis by which the analyst postulates that the system could fail in a certain way
and attempts to find out how the system or its components could contribute to this failure [8]. It
represents the occurrence of an event by the relationship of a set of entities called “gates” and the
Boolean algebra between them. Figure 2 shows an example of a Fault Tree Analysis (FTA) diagram.

Concurrent causes Distinct causes

Fig. 2 — Basic logic diagrams.

Another method is based on the Boolean logic tables. Considering different scenarios, a logic table is
created, the conditions of success are determined, and the probability of the occurrence of these
scenarios is calculated to provide the level of reliability of the system.

3. PROCESS BUS RELIABILITY MODELS

The conventional protection systems, from the point of view of interconnection between switchyard
equipment and IEDs, are simple structures that are composed of the protection relay which is installed
in the control room and the cables that connect it with the switchyard elements. Regarding the level of
reliability, the protection system is related to the level of reliability of the wiring, instrument
transformers, and protection relays. For the IEC 61850 Process Bus, different topologies for the
network can be created with the final goal of realizing the interconnection of multiple transmitters and
receivers of data information. For a more practical analysis, some scenarios that tend to be more
common choices for building the process bus are considered.

The purpose of this paper is to analyze the reliability of the protection system in order to compare the
reliability of different topologies of the process bus and the conventional approach. For the analysis,
the communication structures and the devices inserted in it will be evaluated. Because of the length of
the cables from the switchyard elements to the merging units are inherently short, these cables were
not considered in the analysis. For simplicity, digital instrument transformers won’t be considered in
this study. As such, both the conventional approach and process bus share the same instrument
transformers and their reliability is not part of the models.

In order to provide the reliability model for the conventional architecture, the copper cables and the
protective relay were considered. The reliability model is based on the series block diagram, shown in
(1). In some cases, the redundant protective relays are demanded to enhance the reliability of the
system. Two protection relays with independent wiring have been considered. The model considers a
composition of series and parallel block diagrams, such model is shown in (2).
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Rs= Rcc1* Rrut (1)
Rsr=[1- (1 - Rcc1* Rru1)*(1 - Rec2® Rre2)] (2)

Where, RS, RSR, RCC1, RCC2 and RRL are the reliability level of the protection system without and
with redundancy, copper cables that connects the switchyard elements to the relays, and protective
relays respectively.

Based on the communication architecture of each scenario, a model related to the reliability of the
protection system in the process bus approach is established, according to the following:

3.1. Scenario 1: One merging unit, one relay and one switch

It is considered that a merging unit installed in the switchyard and close to some field element, such as
a current transformer (CT), is connected to a protective relay through a switch. Both protective relay
and MU are connected to this switch via a fiber optic cable. The relay, the switch and the cable which
interconnects them are in the relay room, while the MU is installed in an appropriate panel in the
switchyard and the cables that connect it to the relay room are housed in conduits crossing the
substation. Figure 3 illustrates this interconnection.

SWITCHYARD RELAY ROOM
33
DN 0
s FO1 FO2
55, Ml s vremesne 'l:i" RL1
N —] L]
CTi

Fig. 3 — Network topology for a simple process
bus.

To obtain the model of this topology, which is a very basic process bus, the block diagram of a series
model was considered. The reliability model for this scenario is shown in (3).

Rsist=Rmu1*Rro1*Rsw1*Rro2 "Rt (3)

Where, RSIST, RMUI1, RFO1, RF02, RSW1, and RRL1 are the reliability level of the protection
system, merging unit, optical fibers 1 and 2, switch and protective relay, respectively.

3.2. Scenario 2: Two merging units with redundant acquisition, one relay and one switch

The use of MU increases the risk of the protection system based on process bus. The alternative to
mitigate this risk is the use of two MUs measuring the same signals simultaneously and sending data to
the network, as shown in Figure 4.
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Fig. 4 — Network topology with redundant
acquisition.

In this condition, the protective relay must be able to receive and process packets from two MUs
simultaneously. There is no redundancy in the network structure. The model for determining the
reliability of the protection system in this topology, based on the mixed block diagram, is shown in (4).

Rsist=[1 - [(1 - (Rmu1*RrFo1)) * (1 - (Rmu2*Rro2))]] *Rsw1*Rrosz*Rre1 (4)

Where, RSIST, RMU1, RMU2, RFO1, RF02, RF03, RSW1, and RRL1 are the reliability level of the
protection system, merging units 1 and 2, optical fibers 1, 2 and 3, switch and protective relay,
respectively.

3.3. Scenario 3: One merging unit and one relay with redundant Ethernet ports, two switches

In this topology is added another level of redundancy: the use of redundant network ports with the PRP
(Parallel Redundancy Protocol) protocol [9]. Thus, the whole structure of the process bus shall be
doubled and all the information that is transmitted by the merging unit is sent by two different paths to
reach the IEDs. Figure 5 illustrates this scenario.

SWITCHYARD RELAY ROOM
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Fig. 5 — Process bus considering redundant architecture.

The model for reliability in this configuration, obtained from the representation of mixed block
diagram, is given by

Rsist= Rmut*[1 - (1 - (Rro1*Rsw1*RFo3))*(1 - (Rro2"Rsw2*RrFo4))]*Rre1

Where, RSIST, RMU1, RFO1, RF02, RF03, RF04, RSW1, RSW2, and RRL1 are the reliability level
of the protection system, merging unit, optical fibers 1, 2, 3 and 4, switches 1 and 2, and protective
relay, respectively.

3.4. Scenario 4: Two merging units (redundant acquisition) and one relay with redundant
Ethernet ports, two switches

Performing the integration of the topology of Scenarios 2 and 3, one obtains a system that considers



Actual Trends in Development of Power System Protection and Automation
Sochi, 01.06 — 05.06, 2015
the redundancy of MUs and communication structure. In this context, a topology where the most
vulnerable parts in the system are duplicated in order to mitigate the risk of failure is presented. Two
MUs measuring the same switchyard signals are interconnected to two switches installed in the control
room by a redundant link. A protective relay with redundant network ports and able to manage the
information from two merging units is connected to these switches. This topology is shown below.

Fig. 6 — Process bus with redundant acquisition and redundant network architecture.

In order to model this system the FTA method was used considering a fault in the protection system as
the event to be mapped. A fault tree consists of several levels of events connected by AND and OR
logic gates. The resulting model was obtained by describing logically the set of possibilities of failure
for all the units that are part of the protection system being analyzed (MUs, network structure and
relay).

After substituting the logic gates diagram by mathematical expressions, the result is the reliability
model shown in (6). From this model it is possible to obtain quantitatively the rate of failure of the
protection system described in this topology.

Rsist= [1-[1-[1-((1-Rro1)*(1 - Rro3)*Rros* Rsw1)]*[1 - ((1 - Rro2)*(1 - Rros)*Rros*Rsw2)]]] *
[1-1(1 - Rmut)*(1 - Rmu2)l] *
[1-1(1 - Rro1)*(1 - Rro2)*(1 - Rmu2)I] *
[1-1(1-Rro3)*(1 - Rro4)*(1 - Rmu1)]] * Rru1 (6)

Where, RSIST, RMU1, RMU2, RFO1, RF02, RF03, RF04, RSW1, RSW2, and RRL1 are the
reliability levels of the protection system, merging units 1 and 2, optical fibers 1, 2, 3 and 4, switches 1
and 2, and protective relay, respectively.

3.5. Scenario 5: Two merging units (redundant acquisition) and two relays (redundant
protection) with redundant Ethernet ports, two switches

Depending on the voltage level of the power line and the element that is being protected, it is
mandatory that the protection system consider a double measurement of voltage and current, so that
there is a relay for primary protection and a backup in case of failure of the primary one [1].

Typically, in the conventional system, two independent sets of cables from the CT and the VT are
taken to the relay room to be connected to each protective relay. An equivalent process bus topology
considers the use of two MUs with redundant network ports connected to the switches by fiber optic
cables. Protection relays with redundant network ports are also connected to the switches and execute
the protection functions by considering the concept of the primary and backup protection scheme.
Figure 7 shows this topology.
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Fig. 7 — Process bus with acquisition and protection redundancy.

By using the FTA method, the reliability model of the protection system was obtained considering the
failure of the system as the event to be mapped. The complete FTA is shown on Figure 8, and the
resulting model in (7).
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Fig. 8 — FTA analysis for scenario
5.

Rsist= [1-[1-1[1-((1-Rro1)*(1 - Rro3))I'[1 - (1 - Rros)*(1 - Rro7))"Rswall *
[1-101 - ((1 - Rro2)*(1 - Rroa))I*[1 - ((1 - Rroe)*(1 - Rros))]*Rswa]l] *
[1-1(1 - Rmut)*(1 - Rmu2)ll * [1 - [(1 - Rre1)*(1 - Ree2)]] *
[1-1(1-Rro1)*(1 - Rro2)*(1 - Rmu2)ll *[1 - [(1 - Rro3)*(1 - Rroa)*(1 - Rmur)l] (7)

Where, RSIST, RMU1, RMU2, RFO1, RF02, RF03, RF04, RFOS5, RF06, RSW1, RSW2, RRLI1, and
RRL2 are the

reliability level of the protection system, merging units 1 and 2, optical fibers 1, 2, 3,4, 5 and 6,
switches 1 and 2, and protective relay 1 and 2, respectively.

3.6. Scenario 6: Ring network topology

In the previous topologies the switch is one of the key elements in the protection system. Its
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configuration is essential to providing the effective management of data exchange on the network,
guarantying the traffic level and ensuring that there are no problems to deliver the packets or packet
loss.

In the ring topology, the connection between different IEDs is performed by direct and sequential links
between devices, providing a connection in series and forming a ring. In this topology there is no need
to use a switch, because each device in the ring has two Ethernet ports that behave equivalently to a
switch, transferring packets from one port to another, so that the data is going through the ring
according to the criteria established by the network protocol. To ensure the zero recovery time in case
of failure of one element of the ring, the HSR protocol (High-availability Seamless Redundancy) [9] is
the alternative.

For the study of reliability of the ring topology, a 6-IED ring was assessed illustrating a protection
system with several devices connected in a single ring. This topology potentially considers the
protection of more than one bay in the ring or the addition of several devices that use data from the
switchyard. According to [10], due to the heavy network traffic, the maximum number of devices in
the ring to keep the bandwidth of 100 MBit/s is six. This case study considered the ring with three
merging units and three protective relays, forming a protection system for three bays as shown in
Figure 9.

SWITCHYARD
55¢
DJ —
s55 1 MUY FO1
$S; —J RELAY ROOM
N
m RL1
sS4
FOS
FO2
D33
S5 Mu2 RL2
S FO3
FO6
cD)——-
RL3

MU3

FO4

VT3

Fig. 9 — Three relays and three MUs in a ring
topology.

The methodology used for determining the reliability model consists of mapping scenarios that
identify the behavior of the protection system considering that at least one merging unit can
communicate with a protective relay. For this case study, a combinatorial analysis of the elements that
compose the protection system was performed, the scenarios were mapped and the failure hypothesis
were evaluated.

In scenarios where the equipment and the links are not faulty, it is possible to guarantee the integrity of
the protection system. In scenarios where one single failure occurs, there are situations where the
integrity is maintained. In scenarios where there are two or more faults, it is not possible to fully
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guarantee that the system behaves as desired. System reliability is calculated by adding the
probabilities of occurrence of the scenario with no failures and of the scenario with one failure.
Equation (8) shows the model of reliability for the ring topology.

Rsist= [(RrF0)®* (Rwu)’* (Rr)’1 + 6 * [(R )°* (Rmu)’ * (Rro)®* (1 - Reo)] +
2 *[(Rr0)®* (Rwu)’ * (Reu)* * (1 - Rru)] + 2 * [ (Rro)® * (Rru)’ * (Rwu)’ * (1 - Rwu)]  (8)

Where, RSIST, RMU, RFO, and RRL are the reliability level of the protection system, merging units,
optical fibers, and protective relay, respectively.

Performing similar analysis considering a ring of three elements (two MUs and one relay), the model of
reliability is shown in (9).

Reist= [(Rro)® * (Rmu)* * (Reu)] + 3 * [(ReL) * (Rmu) * (Reo)” * (1 - Reo)] +
[(Rro)’ * (Ree) * (Rmu) * (1 - Ruu)] 9)
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4. RELIABILITY ANALYSIS

Based on the previous section, different network topologies imply different models of reliability. The
reliability for the whole protection system depends on each one of the elements that compose it. Each
element has a probability of failure which is a function of the characteristics of the project and the
components that it is based on. The better the quality, the lower the probability of equipment failure.

The reliability of products is closely related to the MTBF (Mean Time Between Failure). This value
depends on the number of units analyzed and the time when these devices are in operation. Based on
this information, it is possible to estimate the rate of failures of a piece of equipment within a given
period of time and, therefore, the probability of failure or, in other words, its reliability level [7].

The reliability of some electronic equipment can be estimated according to (10).

R = e(—t/MTBF) (10)

Where, R, t and MTBF are the reliability level of the equipment, the time interval for the analysis and
the mean time between failures for the equipment, respectively.

For a comparison of the reliability between different architectures, the MTBF of each network element
was obtained in [11] and by surveying the manufacturers. Based on that, the reliability level of each
element was established as shown in Table 1.

Element MTBF (years) | Reliability
Protection relay 300 0,9967
Merging unit 300 0,9967
Switch 100 0,9900
Copper cables 100 0,9900
Fiber optic cables in the relay room 100 0,9900
Fiber optic cables in the substation switchyard 100 0,9900

Table 1 — Reliability for each element of the protection system.

Considering the reliability of each element of the protection system and the topology model, the
reliability of the entire system can be calculated. The MTBF can vary from manufacturer to
manufacturer and, therefore, the reliability level used in the analysis. By using the methodology
presented in this paper, new levels of reliability can be verified.

Protection systems based on conventional approach, considering their models of reliability can provide
the reliability levels as shown in Table 2.

Architecture Reliability
No redundancy 0,9867
Primary and backup protection | 0,9998

Table 2 — Reliability levels for the protection system considering conventional approach

Considering the process bus approach, based on the reliability of each element of the network and the

10
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models of reliability for each topology, the reliability for the protection system considering the
scenarios presented in the previous section is shown in Table 3.

Scenario Network topology Reliability
1 One merging unit, one relay and one switch 0,9639
2 Two merging units with redundant acquisition, one relay and one switch 0,9767
One merging unit and one relay with redundant Ethernet ports, and two

3 : 0,9925
switches
Two merging units (redundant acquisition) and one relay with redundant

4 . 0,9965
Ethernet ports, and two switches

5 Two merging units (redundant acquisition) and two relays (redundant 0.9999
protection) with redundant Ethernet ports, and two switches ’

6 Ring network topology with 6 IEDs 0,9911
Ring network topology with 3 IEDs 0,9930

Table 3 — Reliability levels for the protection system considering process bus approach

Compared to the process bus, a conventional protection system uses a smaller number of elements,
such as the protective relay and the copper cables that connect it to the elements of the switchyard.
Therefore the level of reliability is intrinsically high. When considering the protection scheme with
redundant relays, the level of reliability is even higher.

When the process bus approach is applied, the protection system as a whole becomes more dependent
on electronic devices and their communication links. With a larger number of elements, naturally more
vulnerable points appear in the system and the level of reliability may decrease when compared with
conventional architectures. It is clear however, that by including different kinds of redundancy in the
system the level of reliability increases drastically, ultimately surpassing the conventional approach.

Scenario 1 shows the most basic architecture of process bus. It is related to a simple protection system
where switchyard elements are connected to a single relay by means of the Merging Unit, a switch and
fiber optic cables. Since the reliability depends on all elements and there is no redundant elements, this
topology has the lowest level of reliability.

In Scenario 2 simple redundancy is considered, i.e. the use of two merging units and two independent
fiber optic cables in order to provide duplicated information on the network. Thus, the protective relay
would have valid data to run the protection algorithms in the case of a failure of one merging unit. The
network structure is simple, that is, packets from each merging unit are transmitted through a single
communication link to a switch. However the reliability of the system is substantially higher compared
to scenario 1 due to the duplicity of the branch of measurement.

In Scenario 3, both merging unit and protective relay support the redundancy protocol. Since each
device is connected to two switches, there is a complete parallel way to provide data communication
between the IEDs, which makes the structure of the network more robust, and, consequently, increases
the level of reliability of the protection system. Considering a second merging unit to enhance the level
of redundancy for the measurement of signals as shown in the Scenario 4, results in a reliability level
even higher. In both cases, system reliability is already higher than the conventional protection
architecture without redundancy.

In cases where the highest reliability level of the protection system is required, the use of redundancy

11
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of protective relays is unavoidable. The use of Process Bus considering redundancy of
measurements and network structure combined with redundant relays, as shown in the Scenario 5,
provides the highest level of reliability, surpassing even the reliability of the conventional
architecture with primary and backup protection schemes. Since the same signal is being monitored
by two different units and the path for data transfer consists of a network structure with various
combinations, the immunity to failures in the protection system is increased. Having two protection
relays capable of acting simultaneously on the system, this immunity is even greater.

The ring topology shown in the Scenario 6 for both 3 and 6 IEDs presented high levels of reliability
with fewer devices required, proving as a valid alternative to the PRP approach. It comes however
at the cost of limiting the amount of elements in that comprise the network and may impose
difficulties in scalability, being therefore more suitable for small applications. It is also important to
notice that PRP redundancy becomes more cost effective in larger systems, were the switches may,
for instance, be part of multiple measurement bays.

Assessing all topologies presented, it is observed that the higher the level of redundancy, the greater
the reliability level of the system. The redundancy in the network structure makes the system more
reliable, because it allows multiple paths for data transfer. The redundancy of devices makes the
system less dependent of the integrity of the pieces of equipment that compose it. It is noticeable,
however, that for partial redundant protection system certain Process Bus architectures, despite the
high reliability presented, are still at slightly lower levels than the conventional approach. The
impact of this difference can be minimized if some other non-quantifiable aspects are considered.

Because of the characteristics of the IEC 61850-based protocols, the use of Process Bus naturally
allows an easier and continuous monitoring of the status of the devices in the network and the
quality of the data that is transferred over the network. This feature allows for quick identification of
problems and, consequently, the maintenance team is quickly called to solve them. Additionally, the
maintenance of the devices becomes simpler because there are fewer cables connected to them,
which minimizes the working time in case of need for replacement. Another very important factor
to be considered is the drastic increase in safety, since only the merging unit receives signals from a
CT. This means the control room environment is not subject to the dangers of CT circuit
interruption.

Finally, due to standardized characteristics of the IEDs, the information that is transmitted over the
network can be marked as "test mode", and in this situation, some specific devices can ignore the
data. This tag is useful for periodic testing of the substation system, device isolation, and ultimately,
in service testing, avoiding the need to make the whole protection system unavailable during the
test. The flexibility for the expansion of the system is a key point. The addition of other devices in
the process bus is simple, because basically it requires physical space, power supply and network
cables. Thus, there is no need for shutdown of the system for the service.

5. CONCLUSIONS

In this paper, the reliability of different architectures of process bus was obtained by using a
methodology that considers the reliability level for each element of the protection system. Based on
the MTBF of these elements, the reliability level of the conventional approach and for several
scenarios of process bus was determined. The results were compared and based on them, it is
possible to verify that the reliability of the process bus in some topologies are equivalent or greater
than the conventional approach. Considering the results of the reliability levels and the non-
quantifiable aspects of the process bus, its use is very encouraging.
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C.6-3. Oco6eHHOCTN COBMECTHOIO UCNOSIb30BaHUA YCTPOUCTB perienHomn
3awmTbl Ha ocHoBe cTtaHaapTa IEC 61850-9-2LE n 3awmT ¢ TpagUUMOHHLIMU
BXOAHbIMW aHaNoOroBbIMU LEeNAMM.
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OOO HIIII «3KPA»
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KJIFOUEBBIE CJIOBA
1u¢poBas OJICTaHIIMS, YCTPONUCTBA peneliHo 3amuThl, cranaapt IEC 61850-9-2LE, cuaxpoHu3anus,
IUPPOBBIE OTCUYETEHI.

1 BBEJIEHHUE

B HacTosiimee Bpemsi B 3JEKTPOIHEPTETHKE MPOUCXOJUT AKTUBHOE BHEAPEHHE TEXHOJOTHMU
«un¢poBOH MOACTAHIMMY», KIIFOYEBHIM MOMEHTOM KOTOPOI1 SIBJIIETCS MPUMEHEHNE «IIMHBI IPOLIECCay
B cootBercTBuM co ctamaptoMm [EC 61850-9-2 [1] u mpoektamu cranmaptoB IEC 61869-9, IEC
61869-13. Orpannuenue crangapra IEC 61850-9-2 no mpakTtuyeckoro NMpUMEHEHHUS Ha peabHBIX
obwekrax orpaxkeHo B [2] (IEC 61850-9-2LE).

BHenpenre HOBOM TEXHUKH B PEJICHHYIO 3alIUTY TMOACTAHIIMHA OOBIYHO MPOUCXOIUT TOITAITHO.
[Tpy mIaHOBO# MOJEpPHHU3ALMHU CYIIECTBYIOIMIMX OOBEKTOB 3TO MOXKET OBITh YPOBEHb OJHOTO HIIU
HECKOJIbKHX MPHCOETUHEHUH, YPOBEHb CUCTEMBI OJHOTO HaIpsKeHHs. [Ipu MpoeKTHpOBaHMH HOBBIX
NOJCTaHIMHA TEXHOJOIWA WCIOJNb30BaHUA YKa3aHHBIX CTAaHAAPTOB MOXKET OBbITh peajn30BaHa
MOJIHOCTRIO [3].

HmeroTcss  HEKOTOpble OCOOGHHOCTH TNpPHUMEHEHHWS Ha IOJICTAHIUM O0OpYIOBaHUS C
OJTHOBPEMEHHBIM HCIOJIb30BAHUEM «IIMHBI IPOLECCa» M TPAAWLHOHHBIX aHAJOIOBBIX CUTHAJIOB OT
n3MepuTenbHbIX Tpanchopmaropo Toka (TT) u Tpanchopmaropor Hanpsikenus (TH).

2 OCHOBHAJ YACTH

Heo0xoqumMocTh CHHXPOHHOCTH MOJdy4YeHHs HU(POBbIX 0Tc4eToB curnagos (I1O, SV) n
CHHXPOHHOCTH 00paboTKN HH(GOPMAIUM B YCTpoiicTBax peelinoi 3amuThl (YP3)

[onyyenne nmdpoBoii MHGOPMAIMK O TOKAX W HAMPSDHKEHHUSX PA3IUYHBIX MPHUCOCTHHECHUH
«un¢poBO» MOACTAHIIMU OCYIIECTBISIETCS ¢ TOMOIIbI0 3ekTpoHHBIX TT u TH co BcTpoeHHBIMU
npeoOpa3oBaTesIMU aHAIOTOBBIX cuTHANOB B mudpood Bua (ITAC, MU) B cOOTBETCTBUH C
npoekToMm ctanmapta IEC 61869-9 mmm ¢ ucnonp3oBanuem TpaaunuoHHeX TT, TH m aBTOHOMHBIX
npeoOpazoBateneli aHanoroBsix curHaioB (AIIAC, SAMU) o npoekty cranmapta IEC 61869-13
(puc. 1). [omyuenue 1O curnano TokoB u HampspkeHudd B [TAC mmu AITAC npowsBomuTtcs c
NoMoIIbpI0 aHanoro—upoBsIx npeodpasosareneii (ALIT). OxHoBpeMeHHOCTh (puKcaruu (B3sITHS)
IO s Bcex HCHOJNB3YEMBIX CHUTHAJIOB B Ipenenax MOJICTaHIMHM OO0eCTeurnBacTCd €IUHBIM
WUCTOYHUKOM  CHHXPOHM3AaUMH  (MCTOYHHK TOYHOTO  BpeMeHH). CHHXpOHHM3AIMA  MOXET
OCYIIECTBIIATLCS T10 OTACIBHON ONTHIECKOW MIIH dIeKTpudeckor ceTu (curHaisl 1PPS, IRIG-B) nmmn
gepes «muHy nporeccay mo cranmapty IEC 61588 (PTP).
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LnHa npouecca CTaHUMOHHas WnHa
IEC 61850-9-2LE IEC 61850-8-1
IEC 61869-9
— ny
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RS IEC 61869-13 et Eth K—
B SAMU A
SYN
rMOHACC, TH -
GPS
BNn2 ~
I
1PPS 1
McTouHMK - - - =
TouHoro K- — IEC 61588 (PTP) _ _ __ )
BpeMeHu SNTP

Puc. 1. DnemMeHTHI «n(pPOBOI» MOICTAHIINT

Kaxnapiii HaOOp HUGPOBBIX OTCYCTOB CHUTHAIOB, MOJYYCHHBI B OJWH MOMEHT BpEMEHH,
CcHA0YKAETCsl COOTBETCTBYIOIIUM HOMEPOM, M3MeHstolmMes B nipenenax 0...3999 s yacToThl B3STHS
orcuetoB 4000 I'm (wmm B mpemenmax 0...4799 must gactotel B3stus otcuetoB 4800 I'm) m
ynakoBbiBaeTcsi B Ethernet-kaap, mmpokoBemaTeNnbHO OTMPABISIEMBI B CETh «IIIMHA IIPOIIECCay.
[TeprnonyHOCTH MOBTOPEHUS HOMEPOB OTCUETOB — 1 C.

YerpoiicTBa pedieiiHO 3alIMTBI B Ipelesiax MNOACTAHUMU MCIHOJIb3YKHT AHAJIOIOBbIE
CUTHAJBI B U (POBOM BH/E, MOJyYeHHbIE TOJBKO N0 «MHe npouecca» IEC 61850-9-2

[Mognucunkamy (MpUEMHUKAMHU) Ha KOHKPETHBIE IIOTOKHM WHQOpPMamUM B CETH «IIMHA
TpoIieccay SBISIOTCS HHTEIUIEKTyanbHbIe yerpoiicTBa (MY, IED), BeimomnHstone GyHKINN peneiHoi
3alIUThI, TIPOTUBOABAPUHHON aBTOMaTHKH M u3MepeHuid. Kaxnoe MY momxHo «cobpare» LO c
OJIMHAKOBBIMH HOMEpAaMHM JJISi BCEX HCIOJNBb3YEMBbIX B YCTPOMCTBE CHUTHAJOB M TOJBKO IOCIE 3TOTO
UCIIOJIb30BaTh HU(POBHIE JaHHBIE KOHKPETHBIX HU(POBBIX OTCUETOB AJISl peau3alui HEOOXOAMMBIX
(GyHKITHIA.

Pa3znas 3ajepkka BbIJIaud KaJpoOB C HUQPOBBIMH JaHHBIMH, OTIPABISIEMBIX Pa3TUYHBIMU
WUCTOYHUKAMHM CHUTHAIOB (M3IATelsiMM) B CeTh «IIMHA MpOIecca», MO0 OTHOIIECHHIO K
CHHXPOHM3UPOBAHHOMY MOMEHTY B3STUSI IM(POBBIX OTCUETOB M Pa3Hble TPAHCIIOPTHBIC 3aJEPKKU
MPHUBOJAT K HEOOXOMUMOCTH OXKHMIAHHUS IpHeMa BceX HCHojb3yeMmbix B MY Habopo 1O ¢
OJIMHAKOBBIMU HOMepamu. [lo McTedeHUH JOMyCTUMOTO BPEMEHH OXHIAHUs IU(PPOBBIX JaHHBIX C
OTIpeJICJICHHBIM HOMEPOM, NPUEMHHUKOM NPUHMMACTCS PELICHHE O BOCCTAHOBICHHWU IOTEPSHHBIX
OTCYETOB WM O (POPMUPOBAHMHU OMIMOKHM NAHHBIX B «IIMHE Ipolecca». PemieHue mpuHUMaercs B
3aBUCUMOCTH OT KOHKPETHOH CHUTyalluu, B COOTBETCTBUM C IpuHATOM B MY cTparerueil npuema u
00pabOTKH CHTHAJIOB.

BozHukatomupe 3agepKKH Opu NPeoOpa3soBaHUSAX CUTHAIOB M TPAHCIIOPTHPOBKE JAHHBIX
MMOKa3aHbI B IPUMEPE HA pHC. 2.

g m3nareneii. [IpenensHo nomyctumas BenuanHa 3anepkku (1| Ha puc. 2), OTCYUTAaHHON OT
MOMEHTa (PUKCAIlMK 3HAUEHHs aHAJIOTOBOTO CHT'HAIa Ha BXoJle mpeoOpa3oBateis A0 Beiaaun Ethernet-
Kaapa ¢ coorBeTcTByrommM 1[0, permamentupoBana mpoektoM craHmapra IEC 61669-9 u
MPUMEHUTENIFHO K CHTHaJlaM, HCTonb3yeMbiM B YP3, coctaBnser 2 mc. CTeneHp HEpaBHOMEPHOCTH
BeIaun Ethernet - kagpoB cTaHgapTOM HE OIpeeIeHa.

s moanucuukoB. TpancnopTHas cocrasistonias 3aaepxku Ethernet - kagpos (T, Ha puc. 2)
OT pa3HBIX W3JAaTeNlell IpU MpHEeMe WX B ONPEAEIICHHOM y3JIe CeTH TakKe He ONpe/esieHa U CHIIBHO
3aBHCHT OT apXUTEKTYPBI CETH U OT €€ 3arpy3KH.

Jns HOpManbHOUM paboThl Berumciutens B MY, oOpaboTKy 3HaueHWH HPUHATHIX CHTHAJIOB
KENaTelnbHO  IPOU3BOJUTH  PaBHOMEPHO, 4epe3 (QUKCHpOBaHHbIE WHTEPBAJbl  BPEMEHH.
HepaBHOMEpHOCTh TOCTYIICHHUsT HUPPOBBIX OTCYETOB HA BX0J MY KOMIIEHCHpYETCS C MOMOIIBIO
«nactuyHoro» Oydepa, Ha BBIXOAE KOTOPOro HH(OpMAIMs BBIIAETCA C HEPHOAOM, KOCBEHHO
CHUHXPOHM3UPOBAaHHBIM C €IMHBIM HCTOYHMKOM TOYHOI'O BpPEMEHM Ha mnojacraHuuu. ['mybuna Oydepa
ABTOMAaTHYECKH PETYJIMPYETCsl B COOTBETCTBUU C IIPUHSATHIM NpeesbHbIM BpeMeHeM oxuganus 11O c
OJIMHAaKOBBIMH HOMEpaMH.
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Puc. 2. 3anepxkn, BO3HHKAaIOIIHME NPH INPeoOpa30BaHMM aHAJIOTOBBIX CHTHAJIOB B LU(POBON BHI,
nepenade JaHHBIX TI0 CeTH | X oOpaboTke B 1Y

B npuenenHom mpumepe T; - WHTEpBam BpeMeHH MekAy MoMeHToM ¢ukcanuu [[O B
npeoOpa3oBaTeiie CUTHAIOB 1 MOMEHTOM €T0 UCIIOIh30BaHus B LY.

Jns UV, ycTaHOBJICHHBIX HA OJHOW MOJICTAHLIUH, UCTIONIB3YIOMNX HH(POBYIO HHPOPMALIHIO OT
HECKOJIBKMX HCTOYHUKOB, CHHXPOHHOCTh OOpabOTKM CHTHAJOB TapaHTHPYyeTCcs HyMmepamuei
UQPPOBBIX OTCYETOB MPH UX (HUKCAINHU Ha BXOJIe peodpa3oBarelieii cHrHaaoB B MOMeHT B3siTus L{O.
OTO0 Ba)KHO JJIs1 3aIIMT LIMH, OIIMHOBOK, TpaHcHOpMaTopoB. JJIsi AUCTAHLIIMOHHBIX M TOKOBBIX 3aIIUT
Bcsl HeoOxoauMmas nudpoBas UHPOpPMALUS MOXKET OBITH MOJNyYeHa OT OJHOrO MCTOYHHMKA M OyneT
HaxoauThes B ogHoM Ethernet - kazpe.

JononuurensHble (a3oBbIE CABUTH CHTHAJIOB IMPOMBIIUICHHOW YacTOThI, MOJTYYEeHHBIE OT
Pa3sHbIX UCTOUYHHUKOB (M31aTeNei) OnpeaestoTC:

- TOYHOCTBIO CHHXPOHHU3UPYIOIINX CHUTHAJIOB, TOCTYMAIOUMX B HCTOYHUKH CUTHAJIOB OT
CHCTEMBI €IMHOTO BpeMeHH (TI0 CTaHJapTaM OTKJIOHEHHE HOPMUPYETCS B AUara3oHe +2 MKC);

- MHTEPBAJIOM BPEMEHHU MEXAY (PPOHTOM CHHXPOHM3UpYolero umiyiasca 1PPS u MmomenTOM
«B3STHS» LUPPOBOTO OTCUETA, KOTOPOMY IpucBauBaercst Homep «0» (uarepBan T Ha puc. 2).

B cooTBercTBHU €O CTaHIAapTaMH, MHTEPBAJI BPpEMEHU 1, JOJDKEH KOMIIEHCHPOBAThH 3aJEPKKY
curHanoB Ha Bxoje AIIIl ananoroBeimMu QunbTpamu HwkHUX yactoT (PHY), momaBnstommmu
COCTABJISIOIIME C YACTOTOM BBIIIE OJOBHHBI YaCTOTHI B3ATHS OTCUETOB.

Junst ciiywast npumenenust Ha Bxoze AL ¢unbprpoB batTepBopTa BTOpPOTo mopsijka ¢ 4acToTon
cpesza 2000 I'm, 3agepkka B mepeade eAMHUYHOTO CTYIeHYaToro curHaia Ha yposHe 0,5 pasHa 114
MKC, a (ha3oBsIi caBur Ha yactote 50 ['11 cocTamiser 2° (puc. 3).

Ecnu B memsx mnpeaBapUTEIbHOM OOpaOOTKM aHAJOTOBBIX CHUTHANIOB Hcroib3oBaHel DPHY
NEepBOro MOpsiiKa, TO 3aJepKKa curHanma MoxeT coctaBiath 200 Mkc, a (as3oBblii moBOpoT 5°.
Komnencupyromas 3anepxka Ty B 3ToM ciydae I0JDKHA OBITH APYrod BeduuuHbBI. Da3oBBI cABHUT
curHajoB Ha Bbeixone Takoro ®HY mpm HOMHHAIBHON YacTOTe TakXKe OTIMYaeTcs OT (ha30BOTO
capura curnainos Juist @HY Broporo nopska.
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Puc. 3. AmmnurynHo-dactoTHas xapaktepuctuka @HY BTOporo mopsaka M 3afepkka €IUHHUIHOTO
CHUTrHaja BXOIHbIMH (GuibTpamu ALITT

B cranpmapTax Her yeTKuX TpeOOBaHWH HHU K 3aepkKkaMm Ty, HE K (a30BBIM CIIBHUTaM CHUTHAJIOB
Ha TMPOMBIIUICHHOW 4YacTOTe, HEOAMHAKOBOCTh KOTOPBIX IS TIpeoOpa3oBareneid OT pPa3HBIX
MIPOU3BOAUTENCH SIBISICTCS] MTOTPEITHOCTHI0O U3MEPEHHUSI CUTHAJIOB II0 YTy B Mpeleiax IMOJCTaHIUU.
[losToMy TpEANIOYTHUTENEHBIM SIBISIETCS HWCIOJB30BaHME Ha OMHOM OOBeKTe (IOJCTAaHIINN)
WMCTOYHUKOB CHTHAJIOB C OJMHAKOBBIMH AHAJIOTOBBIMH LEMSAMHU IS TPEABAPUTEIHHOW 00pabOTKH
curHajoB. Takoe YCIIOBHE TapaHTUPYETCS NPHU HMCIIOJIb30BaHUU BceX IpeolOpa3oBareieii Ha
MOJCTAHIIMK OT OJTHOTO MPOU3BOIUTEIIS.

[Tpu manmuum B yerpoiictBax [IAC u AITAC perynupoBkr (ha30BBIX MTOBOPOTOB CHTHAJIOB B
HEOONBIINX  Tpefenax, MOXKeT OBITh OCYIIECTBIEHa IMOJICTPOHKAa C  HCIOJIB30BaHHUEM
cepTU(UIMPOBAHHOTO UCTOYHHUKA STAIIOHHBIX CUTHAJIOB.

TpeboBaHHa K HANMWYMIO CHHXPOHHW3AIMU ycTpoHcTB WY OT cucTeMbl TOYHOTO BpEeMEHHU
OTCYTCTBYIOT U JIOCTaTOYHBIM SIBJISIETCS WCIIOJIB30BaHWE Ui Iienell peructparuu coObrtuii SNTP
cepBepa sl KOPPEKTUPOBKU YaCOB PEaIbHOTO BPEMEHH YCTPOMCTB C TOYHOCTHIO £1MC.

YP3 B npeaenax NoACTAHIMHA MCIOJIL3YIOT CHTHAJIBI, IIOJYYCHHBIE 110 «IIHHE MPoLecca» u
NnoJiy4eHHbIe HenocpeaAcTBeHHO oT n3MepuTeasHbIX TT u TH, ¢ npeo6pazoBannem B unpposoii
BUJ B camoM Y

OTOT BapHaHT OTHOCHTCS, MPEXKIE BCEro, K 3alIMTaM MHOIOOOMOTOYHBIX TPaHC(HOPMAaTOPOB,
3alUTaM [IUH U OIIMHOBOK, BXOJHbIE LN KOTOPHIX MOT'YT ObITh KOMOMHUPOBAaHHBIMH (puc. 4).

— T BH LLinHa npouecca
IEC 61850-9-2LE
W MU
1PPS WcTounnk
SYN TOYHOro
N BpPEMEH
¢ L SAMU syn J
IEC 61869-9 |EC 61869-13 )
CTaHuMoHHas WnHa
IEC 61850-8-1
SYN
Eth
ny
— (IED) Eth

Puc. 4. KoMOMHUpOBaHHOE HMCIOIB30BAHUE TEXHOJIOTUH «IH(POBOI» M TPATUIIMOHHOMN MOJICTAHIINU HA
OIHOM OOBEKTE.
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st Takoro npumeHeHwust, 1Y ¢ KOMOMHUPOBAaHHBIMH BXOJIaMU JOKHO COICPIKATh YCTPOHUCTBO
MpeoOpa3oBaHMsl aHAIOTOBBIX CHTHAJIOB, AHAIOTWYHOE WCIIOJIb30BAaHHOMY TIPEOOPa30BaTENi0 B
AIIAC. Hammume B Y cuHXpoHHM3AIIMK Hadajga MpeoOpa3oBaHUS OT UCTOYHHKA €IUHOTO BPEMEHH
SIBIIICTCS 00S3aTEIIbHBIM TPEOOBAHUEM.

KittoueBbIM MOMEHTOM MPaBUIIBHOCTA COBMECTHOTO Hcmoib30BaHus [[O B KoMOMHHPOBaHHOM
YCTpOICTBE ABISIETCS HyMepanus Ou(pOBBIX oTcueToB, momydeHHBIX oT ALl B8 Y, mo mpasmawm,
ucnonb3zyembiM ipu Hymepanuu 11O B AITAC. 3agepxka momenta B3saTus 11O ¢ HOMepom «0» mo
OTHOIICHUIO K mepenHeMy (ponty curnana 1PPS (T, Ha puc. 2) momkHa OBITh TakoW ke, Kak U B
npeoOpazoBatesix curHatoB (IIAC wmmm AITAC) m MOXET NOICTpawBaThCS IO ATAJTOHHBIM
MCTOYHHUKAM CHTHAJIOB.

YP3 B npenesiax «uu(poBoii» NOACTAHIMU UCTOJIb3YIOT CUTHAJIBI, OJTy4YeHHbIE 10 «IIUHEe
npouecca», HO OCHOBHble 3alIUThl JIMHUH CBsI3aHbl € OOBIYHBIMH YCTpPOiCTBAMM Ha
NMOACTAHUIHUSIX MPOTUBOMOJIOKHBIX KOHIIOB BHICOKOBOJILTHOMH Junun (BJI)

I[a)xe IIPpU BBITIOJIHCHHUHU Bcel IMOACTAaHIIUK C UCIIOJIb30BAHMEM «HIMHBI ITPOLECCa», aITOPUTMBI
BBINIOJIHEHNSI HEKOTOPBIX THIIOB 3aLIUT TPEOYIOT CTPOro (PMKCUPOBAHHOTO MPOMEXKYTKa BPEMEHHU
MEXy MOMEHTaMU B3sTusl U poBbIX oTcueToB B 1dpoBeix TT u TH n MmoMenTamu nx o0pabOTKH B
YP3. Oto TpeboBaHMe KacaeTcs, MPEKAe BCEro, OCHOBHBIX 3amuT BJI, HanpuMep nuddepeHnnansHo-
¢azseix (AD3) [4], Tak Kak TOTYKOMIUIEKTHI 3alllUTHI, YCTAHOBIEHHBIE HA BTOPHIX KoHIax BJI moryt
OBITH OOBIYHBIMU, 0€3 UCTIONB30BAHUS ITUHBI TIpoIieccay (puc. 5).

TT
Q1 1 BN I;I' Q2
TH éT LLinHa npouecca TéTH
KA Kanan cssu (BY KB

SH 87L (O®3 [ 1T L wwonmvecmi) [ | ] || | g7 (003
unu A311) vnn A31)

VcTouHmK 1PPS O6biyHas MC

TOYHOro

BpeMeHun LlrlC

Puc. 5. KoMmOnHUpOBaHHOE HCIOIB30BAHUE TEXHOJOTHH «IH(POBOI» M TPaTUIIMOHHON MMOICTAHIINN HA
pa3HBIX 00BEKTAX.

Cpasuenue (a3 TokoB 1o konuam BJI B JI®3 npoussoautcs HenocpeacTenHo B BU kanane
CBSI3U W TIOATOMY TpeOyeTcsi corjlacoBaHue BO BpeMeHHM moioxenus BU makeroB, hopMupyeMbix
opranamu MaHunyssinuu (OM) 060MX MOTYKOMITIIEKTOB.

B snexrpomexannueckux, wim MukpornpoueccopHsix (MII) /1d3 BeIxo1HOM CUTHAT YCTpOCTBa
ynpasienuss BU mnepematuymkom (CHUTHaim oOpraHa MaHHUIYJSIUN) CABHHYT IO OTHOIIEHHIO K
MI'HOBEHHBIM 3HaUYEHUSIM KOHTPOJIMPYEMBIX TOKOB. BenmnunHa ciBura onpenensiercs HCIob3yeMon B
OM ¢unbrpauueii u cnocoboM (OpMHUPOBAaHUS HMMIYJIBCOB YHpaBieHUs. Tak, Hampumep, A
anekTpomexanndeckoit 3amutsl JP3-201 u MII JId3 3anmepxka CUTHANIOB yrpaBieHus myckom BY
nepenatauka Toy cocTaBiseT 3,3 Mc win 60° 411 CUTHaIa MaHUITYJISIIMKA TPOMBIIIEHHONW 9acTOTHI.

Ecmm pna «o6wransix» JI®P3 wmHTEpBasn BpemeHnm Mexay BiatueM L[O m mMomeHTOM ero
00paboTKu cTporo ompeneneH, To st aHanoruunoro O, mpuaaroro MY mo mmHe «mporeccay,
CYILLIECTBYET HEOIPEIEIEHHOCTD, CBA3aHHAs C KOHEUHBIM BPEMEHEM TPAHCIIOPTUPOBKH JaHHBIX UEPE3
uQpoBble ceTH. J[Mana3oH JIOMyCTUMBIX 3aJIepiKeK TMepeadr HHPOPMaIUY HaXOIUTCS B TIpEJIeax OT
JIECSITKOB JI0 HECKOJIBKUX THICSY MUKPOCEKYH]I, UTO COOTBETCTBYET 3HAUUTEIBHBIM HEONPEAEICHHBIM
($a30BBIM CIOBUTaM BBIYMCIISIEMBIX BEKTOPHBIX M MTHOBEHHBIX 3HAYEHHWH CHTHAJIOB, MOJYYEHHBIX B
cootBetcTBuH ¢ IEC 61850-9-2LE ¥ TpaANIIMOHHBIM ITyTEM.

Hns yerpoiictea Id3 ¢ MCTIONB30BaHUEM «IIMHBI TIPOIECCA» MPEIaraeTCs BBECTH 3aJEPKKY
00pabotku L{O mo oTHomeHnI0 kK MOMeHTY ux (ukcauuu Ha Bxoge ALl na ¢ukcupoBanHoe Bpems,
Oonplee MakCHUMAaIbHOTO BpeMeHH TpaHcmopTHbIX 3anepxkek (Tc Ha puc. 6). B atom ciyuae
¢dbopMupoBanue curHaioB ympasieHus BY mepemaruukom, mo otHomieHHio K JIMD3 Ha «OOBIYHON
MOJCTAaHINH, OYIAEeT HPOUCXOAUTH C 3aIepKKOH Ha BpeMs T¢, COOTBETCTBYIOIIEH NOMOJHUTEILHOMY
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YTy CIBWATa CUTHajda MaHWMIyIsnuu Ha Bbixoge OM Ha Bemmumuy @=T¢*18000,(°) B croponHy
OTCTaBaHUSl M HE3aBUCSIIEMY OT BPEMEHHU TPaHCHIOPTUPOBKM HHU(GPOBOM MHPOpManHK MO ceTu. Tak,
HampuMmep, 1t npuHaTon 3aaepxkkn Tc =0,003 c, yrom ¢=54°.

| | /K A (U1C)
1PPS

Tok BJ‘I\/_\. l/—\
L0 Ha Bbixope MU 7 = <
0000 N\ TN m\ \
\ S \ ~

ObpabaTtbiBaembie LIO B \ ~ ~

W (103) ! = 4 . ]

TC TOM TC TOM

Ynpasnexue T

BY nepepatumkom

P A A BosmoxHbIi pasbpoc

BpemMeHu goctasku LIO

BL' e |-|-|-|-|-|-|-|-|-|-|-|-|-|-|-|-|-|WWWH}'}|-|-|-|-|-|-H-|-|-|-HH W

N/Kb

Tok Bl—__ /"

Bbixoa OM O3 l l

YnpasneHve
BY nepepatynkom

[ BN

| | t,c
0 0,001 0,002

Puc. 6. KomOMHHMpOBaHHOE HCIOJIb30BaHHE TEXHOJOTHH «IM(POBOH» M TPAJUIIMOHHON MOJCTAHIIMU Ha
pa3HbIX 00BeKTax Ha mpumepe J|P3. BHenrHee noBpexaeHNE WIN Harpy309HbIH peskum BJL

VYmpasienue TryOWHON «dnmacTuaHOro» Oydepa, B KOTOpoM TpoucxomuT 3aaepxkka O Ha
¢ukcrupoBanHoe BpeMs T, TOIDKHO OCYIIECTBIATHCS aBTOMATUYECKH, ITyTeM CHHXPOHU3AINN BhIIAYH
IO ¢ HeoOXOIMMBIMH HOMEpaMH OT €IMHOr0 HcTOYHMKa To4yHoro BpemeHu (1PPS, PTP),
ucnosb3yemMoro Ha «udposoit» I1C ans cunxponuzanuu ycrpoiicts ITAC u AITAC.

Komnencanus mponomHuTEIpHOTO QUKCHpoBaHHOTO casura BU makeros, mepeaanHbix mo BY
KaHaJIy CO CTOPOHBI «IM(POBOI» MOJCTAHIIUN, MOXKET IPOU3BOJAUTHCS MYTEM 3aJePKKH CUTHAIIOB
Manunysimnu BYU nepegatunkom Ha BpeMs T B momykomiiekTe «oObranoi» Ad3. [ng MIT D3
yKazaHHas 3aJlepKka MOXKET OCYIIECTBIISITCS C  HUCHOJB30BAaHMEM  KOJbIEBOro  Oydepa
(hUKCUPOBAaHHOMW JJINHBI.

CuHxpoHM3anus B3ATHS NU(POBBIX OTCYETOB CHTHAJIOB OT MCTOYHHUKA TOYHOTO BPEMEHH B
nonykomriniekte MIT JI®P3 Ha «ob6branoii» [1C He TpeOyercs.

IIpu wucmonbp30BaHMM B KauyecTBe OCHOBHOHM 3ammThl BJI nuddepeHnumanbHol 3aimuThl ¢
UG poBbIM KaHanoM cBsizu ([3J1) [5] aHanornyHas 3aja4a pemaercst TeM Ke IyTeM.

Pomp «Bemymero» momykommekta J(3JI Bemomuser MY, yctanoBieHHOe Ha «H(POBOI»
noAacraHuuu. Ha ponb «BeJOMOro» YCTpOHMCTBa Ha3HAdaeTcs IONYKOMIUIEKT Ha «OOBIYHOM»
MOJICTaHIIHH.

«Benymmuit» momykommiekt J3JI cHHXpOHM3WpYETCS OT HWCTOYHHKA TOYHOTO BPEMEHHU
«un¢poBOi» TMOACTAHLIMHU, a «BEAOMBIH» - CHHXPOHH3MpyeTcss 1Mo  MoMmeHTaM B3atus LO ¢
«BEIYIIMM MOTYKOMILIEKTOM cTannapTHbM i1 J3J1 oOpazom, uepes uudpoBoii KaHal CBA3U MEKAY
noactanmmsiMu. KommeHcanusi GUKCHPOBAHHOTO CABUTa HOMEpOB oOpadareiBacMbix 1[O B pas3HbIX
nosmykominiekTax J[3JI MoxeT oCymIecTBISAThCS HAa «OOBIYHON» TOJCTAHIINU IU(PPOBOM 3aIePIKKOM
oun(poBaHHBIX CUTHAJIOB Ha 3a7aHHOe BpeMs Tc.

OKcrepuMeHTaNIbHBIE nccaenoBanns noimykoMmiuiekToB JIMD3 u JI3JI B pekuMme COBMEIICHUS
TEXHOJIOTHH «IU(POBOW» W «TPAJAUIUOHHONY» MOJCTAHIUA IOKA3bIBAIOT CTA0MIBHOCTh HX
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XAapPaAKTCPUCTUK, TOJTHOCTBIO HC3aBUCUMBIX OT BPEMCHU TPAHCHIOPTHUPOBKU ]_[I/I(i)pOBLIX JaHHBIX Y€pEe3
«HIMHY ITponecca.

3 3AKJ/IIOYEHME

1. Ias1 yMeHBIIEHHs YTJIOBBIX HMOTPEITHOCTH M3MEPEHHH CHUTHAJOB B Ipenenax «Iu(poBoi»
MOACTAHIIMM PEKOMEHIOBAHO IMPUMEHEHUE HCTOYHUKOB CHUTHAJIOB OJHOIO MPOU3BOAMTENS WU
MIPOU3BOAUTH NMOACTPONKY UCTOYHUKOB CUTHAJIOB IO YIUIy MO/ OJUH 3TAJIOH.

2. KoMOuWHMpOBaHHOE WCIIONB30BAHHE B YCTPOMCTBAaX pEJICHHOW 3allUThl CHTHAJOB,
noydeHHBIX B cooTBeTcTBHU ¢ IEC 61850-9-2LE m TpaguunoHHBEIM TyTeM, TpebyeT 00s3aTenbHOi
CHHXPOHM3aMN yCTpoiicTB MY OT HCTOYHWKA TOYHOTO BpPEMEHH B TpeAenax «u(poBoi»
noJicTaHIMu. ITo ke TpeboBanue otHocuTcs K MY, BemonastommM ¢yakimn D3 wmu J[3J1
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C.6-4. XML and UML - What they are and Why We Need to Know Them?

Alexander Apostolov, Thomas Schossig
OMICRON electronics
USA, Austria

1 INTRODUCTION

The power system automation community is going through a period of transition from the world of hard wired systems
and proprietary configuration and analysis tools into the world of distributed IEC 61850 communications based systems
and object oriented standards based engineering and analysis tools. This requires the development of a new set of skills
in order to help the specialists from our industry understand and use the new technology.

The main goal of this paper is to introduce the Extensible Markup Language (XML) and the Unified Modeling
Language (UML) to the protection and control community and focus on the UML diagrams and XML files used in the
IEC 61850 standard and in some IEEE standards related to protection and control in order to help the readers understand
the diagrams and files included in or defined by the different standards.

The first half of the paper presents the Extensible Markup Language (XML) and the Unified Modeling Language
(UML). It describes some of the key types of UML diagrams defined for the description of static structures of complex
systems and the dynamic behavior between the different objects in the system, as well as the structure and components
of an XML files. The second part of the paper discusses the use of UML diagrams and XML files in the definition of the
standard.

Examples of the use of UML diagrams in IEC 61850 and in the description of the principles of operation of control
commands are given later in the paper.

Examples of the use of XML in the IEEE C37.239: IEEE Standard for Common Format for Event Data Exchange
(COMFEDE) standard are presented at the end of the paper.

2 WHAT IS XML?

XML is a markup language based on existing markup languages that have been used for different applications for
many years. Even the Word version of this paper and the corresponding Power Point presentation use XML.

Fig. I XML version of part of the World file of this paper

Some of the acronyms that are used later in the text of the paper are as follows:
SGML - Structured Generalized Markup Language

HTML - HyperText Markup Language

XML - eXtensible Markup Language
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W3C — World Wide Web Consortium

XSL - eXtensible Stylesheet Language

CSS - Cascading Style Sheets

XML was developed by members of the W3C and released as a recommendation by the W3C in February 1998. Itis a
simplified version of SGML and a cousin of HTML.

SGML was developed to standardize the production process for large document sets and .is an international standard
(ISO 8879) that has been in use as a markup language primarily for technical documentation and government
applications since the early 1980s.

The growing popularity of XML is the result of its flexibility and strength. It is extensible, because it allows you to
extend the user’s ability to describe the domain specifics of the document. It is not only Microsoft Office that uses XML.
It has other uses, such as being the base language for the Extensible Messaging and Presence Protocol (XMPP), as well
as for Microsoft. NET Framework configuration.

In appearance, XML is quite similar to HTML. This similarity is due to the fact that they both use tags. In HTML,
there is a specified set of tags that defines the format of the data.

Fig.2 XML version of an expense report spreadsheet

In XML, the user can create the tags required by the application domain. That is why XML is extensible — it extends
the ability to describe a document, letting you define meaningful tags for your applications. For example, since any IED
typically provides current measurements, for the phase A current measurement that is available as a floating point we
can create a tag called <PhsAf>. In a similar way, we can create as few or as many tags as our document needs. It is
obvious that we are extending the tags to identify elements by what they are -- not by how they look.

The extensibility means flexibility, but flexibility requires planning. To make good use of XML, we want to know and
understand our documents: what pieces comprise them, how those pieces relate to each other, and how do we want to
identify the different pieces. This is where the object models defined by IEC 61850 become the foundation for the
development of XML files used in the standard.

XML is a Markup language because its purpose is to identify elements within the document. Without markup, the
computer sees any document as one long string of text, with each character having equal importance to every other
character. By marking up a document, we identify the bits and pieces in a way that gives them value and context.

The big advantage of XML is that it allows extensible markup, i.e. we can mark up the document in ways that match
our substation protection, automation and control system needs.

However, markup is nothing but a way of identifying information. It does not program the data to act in a certain way,
to display in a certain way, to do anything other than carry an identifying mark.

XML is a Language because it follows a firm set of rules. It allows us to create an extensible set of markup tags, but
its structure and syntax remain firm and clearly defined. This does not mean that it is a programming language — it is not
used to program a set of actions, but for a well-structured markup definition.
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XML applies structure to documents and data. Since SCL documents are sets of related information, the structure is
quite important. It is the way we put a skeleton behind the information, so that the pieces of information work together
and make sense as a whole.

The document structure defines the elements which make up a document, the information we want to collect about
those elements, and the relationship those elements have to each other. XML is used to markup the document, following
the structure of the model. That is why XML is appropriate for describing the different aspects the substation
configuration from the perspective of the substation automation system.

The document structure is called the Document Tree. The main trunk of the tree is the parent. All the branches and
leaves are children.

Document trees are usually visually represented as a hierarchical chart.

Considering that the data object structure in IEC 61850 is also hierarchical, it is obvious that XML is very well suited
for use as a SCL file format.

A well-formatted document is not sufficient. It also has to meet some constraints in order to make sense in the
problem domain. The constraints enforce rules that determine the presence of elements and their attributes, as well as the
order of these elements. These rules are part of what is defined as a Data Type Definition (DTD) or XML schema. This
is the oldest schema inherited from SGML.

An important property of XML schemas is that they are also extensible, i.e. if necessary the schema can be extended
to meet new requirements.

XML Schemas describes the structure of XML documents. The XML Schema language is also referred to as XML
Schema Definition (XSD). XML Schemas are much more powerful than DTDs.

Any XML schema, including DTD, is a template for the markup of the document. That indicates the presence, order
and placement of elements and their attributes in an XML document. In this sense it is similar to the object models of
different elements of multifunctional IED’s. IEC 61850 defines the classes that are later instantiated to build the object
model of an IED. Different functional elements, for example a time-delayed overcurrent element can have multiple
instances in a multifunctional protection IED. DTD has a “+” operator to indicate that more than one instance of an
element is possible in the XML file.

HTML files appear to be very similar to XML files. This is due to the fact that both are defined from SGML. HTML
is functionally a specific subset of SGML limited to the description of web pages.

Since XML defines the data structure, it will not display a page by itself. We must use a formatting technology, such
as CSS or XSL to display XML-tagged documents in a Web browser.

Cascading Style Sheets (CSS), are the current way to display XML documents in a Web browser. CSS is a means of
assigning display values to page elements.

Extensible Stylesheet Language (XSL) is an XML-based language for expressing stylesheets. With XSL, the user can
make context-sensitive display decisions. XSL later split into the following XML languages:

e  XSL Transformation (XSLT) for transforming XML documents
e XSL Formatting Objects (XSL-FO): for specifying the visual formatting of an XML document

3 THE UNIFIED MODELING LANGUAGE

Object modeling is one of the foundations of IEC 61850. The models in the standard represent the abstracts of the
essential and communications visible parameters of the complicated real electric power systems world. This process of
virtualization requires the use of modeling tools that can present the complex functionality of a substation and its
protection and automation systems in a standardized way that is also easy to represent and understand.

In recent years UML (the Unified Modeling Language™) has become the common tool used in the modeling of any
process, system or device. It is a standard language for specifying, visualizing, constructing and documenting different
simple or complex systems.

Attempts to create an object-oriented modeling language began between mid-1970 and the late 1980s. Different
competing methods had advantages and disadvantages. The experience from their use led to the development of UML
that started in late 1994 when Grady Booch and Jim Rumbaugh of Rational Software Corporation began their work on
unifying the Booch and OMT (Object Modeling Technique) methods. UML 1.0, a modeling language that was well
defined, expressive, powerful, and generally applicable was submitted to the Object Management Group (OMG) in
January 1997 as an initial RFP response. OMG has been since 1989 a non-profit, international, open membership,
computer industry consortium and UML is one of its standards. The current "Available" version of UML is 2.0. The
UML 2.0 Superstructure specification (already built into vendor products) has been completed, and is available to
everyone for free download at http:/www.uml.org/. Three separate parts of UML 2.0 - the Infrastructure (meta-
metamodel), Object Constraint Language, and Diagram Interchange - are still undergoing their first maintenance and
will become Available Specifications when this process is completed.

Several modeling tools are covered under the heading of the UML. It uses mostly graphical notations to express the
design of software and other projects, systems or structures. Different types of diagrams can be used to present data
structures, device and operator interactions or any other substation automation or protection related process. Using the
UML helps project teams communicate, explore potential designs, and validate the architectural design of the system.
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UML 2.0 defines thirteen types of diagrams, divided into three categories:

Structure Diagrams include six diagram types that represent static application structure: Class Diagram, Object
Diagram, Component Diagram, Composite Structure Diagram, Package Diagram, and Deployment Diagram.

Behavior Diagrams include three diagram types that represent general types of behavior: Use Case Diagram, Activity
Diagram, and State Machine Diagram.

Interaction Diagrams include four diagram types that represent different aspects of interactions. They are derived from
the more general Behavior Diagram and include the Sequence Diagram, Communication Diagram, Timing Diagram, and
Interaction Overview Diagram.

The use of UML requires good understanding of both the tools available and the problem domain they are applied to.
In our case the problem domain is the substation, the substation protection and automation systems, including the
communications system used by both. Different tools are available on the market and can be selected depending on the
requirements of the application. One available option is the popular Microsoft Visio, which includes (among all other
drawing tools) a set of UML diagram modules (see Figure 3).

Fig. 3 UML support in Microsoft Visio

Since the UML is applicable to object-oriented problem solving, it is used in different parts of the IEC 61850 standard
to represent in a standardized graphical way the complex models of multifunctional substation IEDs and their interface
with the primary substation equipment and the communications network.

From the abstract modeling point of view, a model is an abstraction of the underlying problem, while the domain is
the actual world from which the problem comes. There are three main components of a model:

. Functional model
. Object model
. Dynamic model

The functional model describes the behavior of the system under different conditions from the point of view of the
user.

The object model represents the structure, including sub-layers and basic objects, data types, attributes, services and
associations.

The dynamic model covers the internal behavior of the system, including the interaction between sub-systems and
components, exchange of signals and conditions under which an action takes place.
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The models of primary and secondary substation equipment consist of objects that interact by sending each other
messages. The IEC 61850 object models include all three above-mentioned components and the communications visible
attributes of what they represent. They have hierarchical structure that corresponds to their functional hierarchy. At the
same time, the different functional elements in the system interact with each other to execute protection and control
functions using specific services and following rules of behavior defined by the standard..

4 UML MODELING DIAGRAMS

UML uses different types of diagrams depending on the modeling requirements of the application — data structure,

interaction, etc. The following is a list of the more commonly used diagrams:
e Use case diagrams

Class diagrams
Object diagrams
Sequence diagrams
Collaboration diagrams
Statechart diagrams
Activity diagrams
Component diagrams

e Deployment diagrams
In the following sections we are going to briefly describe the diagrams used in the IEC 61850 standard.

4.1 UML: Class Diagrams

Class diagram gives an overview of a system by showing its classes and the relationships among them. Class diagrams
are static - they display what interacts but not what happens as a result of the interaction.
UML class notation is a rectangle divided into three parts: class name, attributes, and operations.

Class Name

Attribute 1
Attribute 2

Attribute n

Service 1
Service 2

Service n

Fig. 4 UML Class notation

Class diagrams show not only the relationship between the components of the model, but also their interfaces. These
are modeled using:
e Association - a relationship between instances of the two classes. There is an association between two classes if
an instance of one class must know about the other in order to perform its work. In a diagram, an association is
a link connecting two classes.
e Aggregation - an association in which one class belongs to a collection. An aggregation has a diamond end
pointing to the part containing the whole.
e Generalization - an inheritance link indicating one class is a superclass of the other. A generalization has a
triangle pointing to the superclass.
Multiplicity of an association end is the number of possible instances of the class associated with a single instance of
the other end. Multiplicities are single numbers or ranges of numbers.
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Fig. 5 UML Class diagram

The example in Figure 5 shows a generic UML Class diagram of the functional hierarchy of an IEC 61850 based server.
4.2 UML Object Diagrams

Object diagrams show instances instead of classes. They instantiate class diagrams as shown in Figure 4.

Fig. 6 Object diagram

4.3 UML: Sequence Diagrams

Class and object diagrams are static model views. They do not describe the behavior of the modeled system.
Interaction diagrams are dynamic. They describe how objects collaborate.

Fig. 7 Sequence diagram

A sequence diagram is one of two types of interaction diagrams and details how operations are carried out, i.e. what
messages are sent and when.

Sequence diagrams are organized according to time and can help clarify a use case in order for it to be realized in
software.

The example in Figure 5 shows the use of a sequence diagram to define the exchange of messages between an IEC
61850 client and a control object.
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44 UML Statechart Diagrams

Objects have behaviors and states. The state of an object depends on its current activity or condition.

A UML statechart diagram shows the possible states of the object and the transitions that cause a change in state.
They are very similar to the well known state machines and are used in the design process to help with the transition
from the analysis of the system to its implementation.

The different states in these diagrams are represented as rounded rectangles.

Transitions are arrows from one state to another.

Events or conditions that trigger transitions are written beside the arrows.

( Unselected )

Sel_req[Test not ok]"client.Sel_rsp-

J

Sel_req[Test ok]*client.Sel_rsp+

cancel_req”client.cancel_rsp+
Timeout
TimOper_req[Test not ok]*client. TimOper_rsp-
Y Oper_req[Test not ok]”client.Oper_rsp-
( Ready Y\ Oper_req[Test ok, sboClass=OPERATE_ONCE]client.Oper_rsp+

Oper_req[Test ok, sboClass=OPERATE_MANY]"client.Oper_rsp+

< |

J

TimOper_req[Test ok]*client. TimOper_rsp+

N timer expired[Test not ok] “client. TimOper_rsp-
WaitForActivationTime | timer expired[Test ok, sboClass=OPERATE_ONCE] “client. TimOper_rsp+

L entry / start timer

timer expired[Test ok, sboClass=OPERATE_MANY] Aclient. TimOper_rsp+

Fig. 8 Statechart diagram

The example in Figure 6 shows the statechart diagram of the Select Before Operate (SBO) function as implemented in
IEC 61850 compliant systems.

5 UML AND XML USE IN IEC 61850

The different UML diagrams briefly described above are used in the IEC 61850 standard to present the abstract
models of the substation domain. They represent the foundation of the definitions of the object models and services, as
well as the Substation Configuration Language and the different types of files used to describe the functional hierarchy
of the system and data used for exchange between IEDs and applications. Part 6 of the IEC 61850 standard specifies a
description language for configurations of electrical substation IEDs — the Substation Configuration Language (SCL),
based on UML and XML Version 1.0.

It is used to describe the substation connectivity, IED configurations and communication systems according to parts 5
and 7 of this standard. Description of the relations between the substation automation system and the substation
(switchyard) itself

SCL was developed to support easier engineering of substation automation systems and application functions. It
allows the description of a substation or an IED’s configuration to be passed to a communication and application system
engineering tool

7
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The SCL files need to meet requirements related to the support of different phases in the engineering process. This is
achieved through the use of UML and XML.

1
Function g>—8ubfunction |:] Functional/substation structure
( |:] Product / IED structure
___L Transformer \ :l Communication structure
Substation C r \ 1 SubEaui
1 ( 6 1 Equipment u thwpment
ase
1 K oltage | Bay <:>/ 1
level 1
] 0.2 | [ |
1 —1| cBrR | [|pis | | VIR |
Terminal
E
ConnectivityNode
1
0
LNode (~ | Data
1.* Client a ints ) é 1 s
1
AccessPoint |4 0.1 1 -
_ Server |~ | LDevice
1 T ,1 1.:*
Subnetwork Router
IED ~ .| Clock
U

Fig. 9 Conceptual UML diagram of an IEC 61850 based system

Its main purpose is to allow the interoperable exchange of communication system configuration data between an IED
configuration tool and a system configuration tool from different manufacturers.

The substation configuration language supports the development of engineering tools that are capable of describing:

e The substation one line diagram representing the different voltage levels, busses, transformers, bays and
switching devices. The functional requirements should also be included in terms of allocation of logical nodes
to the primary substation equipment.

o The IEDs to be used to perform the required functions based on a fixed number of logical nodes (LNs)

e The communication interface of the different IEDs — specifically their connection to the substation local area
network

e The Client-Server and Peer-to-Peer communications for the specific substation automation system
implementation

It needs to be understood that the standard does not define any specific software tools that support the intended
engineering process. This is a task that the IED manufacturers, substation automation system vendors or third party
providers have to develop based on the requirements of the market using the different types of files defined in the
standard.

IEC 61850 defines four types of files required to support the intended engineering process. In order for an IED or a
system solution by a manufacturer to be compliant with the standard, they have to support the use of the files described
below directly from the IEDs or through tools delivered with the system. The structure of the files is based on UML
models that are converted to XML files with different extensions used in the engineering of IEC 61850 based systems.

5.1 System Specification Description

The description of the system is the first step in the engineering process and until now has not been based on any
standardized approach. The IEC 61850 engineering process envisions the use of substation specification tools that allow
the user to describe the substation design and associated functional requirements for the substation protection and
automation systems.

The data exchange from such a system specification tool and other tools utilized in the process should be based on the
System Specification Description files defined in the standard. They have an SSD extension.

The SSD file describes the single line diagram of the substation and the functional requi9rements represented by
logical nodes. The logical nodes can be abstract in the sense that they are not allocated to specific IEDs.
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Fig. 10 IEC 61850 UML description of IED related schema part LN definition

5.2 1ED Capability Description

The default functionality of an IED in the substation configuration language is represented by the IED Capability
Description (ICD) file. It is used for data exchange from the IED configuration tool to the system configuration tool.

This ICD file describes the capabilities of an IED. It contains exactly one IED section for the IED whose capabilities
are described. Since it represents the default functionality (i.e. before it has been configured), the IED name in this file is
TEMPLATE.

The file also includes the different logical node types as they are instantiated in the device.

The file extension shall be .ICD for IED Capability Description.

IEC 61850 does not specify where the ICD file comes from. In IEDs designed for IEC 61850 environment and with
large memory, this XML file may be available from the device itself.

For IEDs that are based on existing platforms that were adapted to support the standard, the manufacturer is required
to provide tools that output ICD files.
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Fig. 11 Part of IEC 61850 XML file of IED

5.3 Substation Configuration Description

The configuration of the system is represented by the Substation Configuration Description (SCD) file. It contains:
e substation description section
e communication configuration section
e allIEDs
The IEDs in the SCD file are not anymore in their default configuration, but as they are configured to operate within
the substation protection and automation system. These files are then used to configure the individual IEDs in the
system.

54 Configured IED Description

The difference between the IED Capability Description (CID) file and the Configured IED Description file is that the
second includes the substation specific names and addresses instead of the default ones in the first.
The CID file represents a single IED section of the SCD file described above.

6 COMMON DATA FORMAT FOR IED EVENT DATA

Another reason that we need to know XML is the standard data format developed by the IEEE PES Power System
Relaying Committee in order to meet the need for standardization of the event reporting. It started a working group —
H5b - in the Relay Communication subcommittee with the task to prepare a Report on a Common Data Format for IED
Event Data.

Fig. 12 Event data exchange process

The report defined a common XML-based file format for describing and exchanging event data records collected from
power systems. It addressed the fact that protection relays and other IEDs store in their memory historical event data.
The main categories of event data considered in this report were:

e Sequence of events (SOE)
e  Fault reports

e  Summary reports

e [ED Status

e other

The content and the format of the data recorded are vendor specific and therefore cannot be easily integrated in a power
network post analysis tool.

The main purpose of this file format is to facilitate power systems event data integration and analysis by enabling event
data exchange between multiple data sources from different vendor devices and vendor-independent analysis tools.

10
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The report was completed and published in 2008. A new working group (H16) was started with the task to define a
new standard. The development and balloting of the standard has been completed and now it is available as C37.239-
2010 IEEE Standard for Common Format for Event Data Exchange (COMFEDE) for Power Systems.
Currently a new working group in the IEEE PSRC is working on the development of another XML based file format
for protection settings (COMSET).

L2yl version="1 0" encoding="UTF-§"?>
<l-- edited by Brian Li (GE Digtal Energy) --=
<7xml-stylesheet type="extixs!" href="briantest xsl"7>
<Log xmins="hitp Awww pes-psre orgfSubcommitteeHICOMFEDE"
xmine; xsi="rtip: Mvwwy w3 org/2001 XMLSchema-instance"
xming; SC-H_ComTypes="ywww pes-psrc org/SubcommitteeM/CommonTypes™
xsi:schemal.ocation="hitp: ivwwy pes-psrc orgiSubcommittee/HICOMFEDE COMFEDE xsd”
version="2008" revision="A"
Loghame="estLogName” LogRef="testLogRef" OldEntr="1" OldEntrTm="2008-08-09T13:24:36 638303 7" NewEntr="9" NewEntrTm="2008-03-09T14:24:33.9614447">
=Location stationName="Test Station" companyName="GE Digital Energy"
hayName="testBayName" companyldentificationCode="00" |attude="45 5" lonotude="35 2" tmDT="true" tmO1fSet="-300" tmUseDT="false">
<SC-H_ComTypes:VoragelLevel und="V"»>120=/SC-H_ComTypes:VolageLevel»
«SC-H_ComTypes EDNameplate name="F35 Demo" vendor="GE Digtal Energy”
hwRev="P" model="F 35-G03-HCH-FSL-USAWTC" serNum="AURCD4001333" swReve"571"f
=Locatior=
<Entry Entryld="1" TimeOfEntry="2009-08-09T13:24:36 638303Z">
<ErtryData eventType="IEDEvt">
=DataRef descrigtion="EVENTS CLEARED"-EVENTS CLEARED=/DataRef>
=Value=<MNalue=
«Timestamp>2009-09-09T13:24:36 636303 Z=«/Timestamp>
«Qualty validtys"good"/»
«ReasonCode dcha="true” gchg="false"/»
=fEntryData>
<Eniry=
<Entry Entryld="2" TimeOfEntry="2009-08-09T13:25:18.070881 2>
<EntryData eventType="SysEvt">
=DataRef description="POWER ON"=POWER ON=DataRef=
«Value=</Value»
«Timestamp»>2009-09-09T13:25:19.070881 Z«/Timestamp»
«Qualty validity="good"/»
=ReasonCode dchg="false" gchg="false"/>
<fErtryData=
<Entry=

Fig. 13 Example from an XML based COMFEDE file

7 CONCLUSIONS

XML and UML are some of the key technologies currently used in many domains and helping to improve the
efficiency of different business processes. With the wide spread acceptance of IEC 61850 and the engineering process
supported by it, it becomes essential for protection and control specialists to have a good understanding of what XML
and UML are, so they can use them in their everyday work.

UML (Unified Modeling Language) uses mostly graphical notations to express the design of software and other
projects, systems or structures. Different types of diagrams can be used to present data structures, device and operator
interactions or any other substation automation or protection related process. Using the UML helps project teams
communicate, explore potential designs, and validate the architectural design of the system.

UML diagrams are widely used in different parts of IEC 61850 to present the abstract models of the substation
domain. They represent the foundation of the definitions of the object models and services, as well as the Substation
Configuration Language and the different types of files used to describe the functional hierarchy of the system and data
used for exchange between IEDs and applications.

XML applies structure to documents and data. Since SCL documents are sets of related information, the structure is
quite important.

Part 6 of the IEC 61850 standard specifies a description language for configurations of electrical substation IEDs — the
Substation Configuration Language (SCL), based on UML and XML.

The C37.239-2010 IEEE Standard for Common Format for Event Data Exchange (COMFEDE) for Power Systems is
also based on XML.Currently a new working group in the IEEE PSRC is working on the development of another XML
based file format for protection settings (COMSET).
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1 INTRODUCTION

In 2009, the strategy of constructing a “strong and smart grid” was proposed according to the
characteristics of energy resources and the fact of sustained and rapid economic development in China
M The strong and smart grid, characterized of informatization, automation and interaction, was
planned based on a strong UHV power grid as the backbone network and the rest of lower voltage
level grids as the basic strong network as well as a comprehensive information platform of
communication as a support. Moreover, it contains six parts of power system including generation,
transmission, transformation, distribution, consumption and dispatch. As a result, “power flow,
information flow and service flow” are highly integrated in the strong and smart grid so that it
becomes a strong, reliable, effective, environmentally friendly, open and interactive modern grid.

Before the proposal of the strong and smart grid, China has entered the stage of digital
substation !, as shown in Fig.1 (a). The digital substation focuses more on digital measurement and
unified modeling based on IEC 61850 than intelligent function, but its ultimate purpose is intelligence.
A smart substation needs to meet higher demands than a digital substation, so State Grid Corporation
of China (SGCC) started to construct pilot projects of smart substation involving 24 local grid
companies and covering 66~750kV voltage levels in 2009”, as shown in Fig.1(b). These smart
substations adopt AIS, GIS and HGIS and include outdoor, indoor and underground substations. By
the end of 2012, 47 pilot projects of smart substation were all completed and put into operation. Much
experience of constructing and operating the pilot projects were obtained and a standard system was
established. In 2011, China entered the stage of overall construction of smart substation. By the end of
2013, there were 843 new smart substations in China.

Some experience in this developing period has been achieved in China. In response to this
situation, the status of smart substation development is systematically introduced in this paper. And
the valued lessons and experience are all summarized.

2 THE MAIN ACHIEVEMENT IN SMART SUBSTATION CONSTRUCTION

Digitization of all information in station, networked communication platform, standardized
information sharing and interactive advanced applications are initially achieved in China’s smart
substation™®), which improves the operation maintenance level and safe reliability of substation. In the
process from pilot projects to overall construction, many theoretical and applied engineering problems
are solved and several achievements are gotten in the areas of technology innovation, equipment
development, standard establishment and construction:
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(2)

(b)

Figure 1: Two stages of smart substation in China; (a) Digital substation; (b) Smart substation.

2.1 Digitization of substation information

47 pilot smart substations adopt Rogowski coil type of electronic current transformer (ECT),
magneto-optical ECT and fiber optic ECT as well as capacitor voltage electronic voltage transformer
(EVT), resistance voltage EVT, resistance and capacitor voltage EVT and fiber optic EVT
respectively. In addition, some smart substations adopt the combination mode of the traditional
voltage and current transformers and the merging unit to realize the digitization of analog voltage and
current locally. As for breaker, an independent intelligent terminal is used to upload switching value
locally. The digital voltage and current is transmitted by optical cable to separate strong electricity and
weak electricity and simplify the design of secondary side. All information is shared in station so that
it is possible to realize information integration and relevant extended application functions, and
provide support for the integration and distribution of functions in station.
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2.2 Primary equipment effectively become intelligent

On-line monitoring and intelligent components configuration on primary equipment can
effectively promote the intelligence of its operation. On-line monitoring system based on sensors, IED
components and background analysis system, can easily monitor real-time operation state of primary
equipment, providing a wealth of information for equipment diagnosis. Currently, sulfur hexafluoride
gas density and moisture content are used for breaker on-line monitoring; dissolved gas in oil and core
earth current are adopted by main transformer on-line monitoring; leakage current and discharge times
are used for lightning arrester on-line monitoring; partial discharge monitoring, however, is difficult to
promote because of the insufficiency of technical maturity. The intelligent components of breaker
consist of intelligent terminal, detecting unit and merging unit; intelligent components of main
transformer mainly include nonelectric parameter protection, intelligent terminal, intelligent cooler
control system and condition monitoring IED. The intelligent components are locally installed in
control cabinet or terminal box, becoming unified interfaces of primary and secondary equipment.

2.3 IEC61850 standard fully gains application

The equipments in process layer, bay layer and station layer of intelligent substation all adopt
the IEC61850 as communication standard. Part of primary equipment and auxiliary control system
communications within the station is realized based on IEC61850; Based on IEC61850, the
information model has been expanded and improved, station information collection has been unified,
station panoramic data platform has been established, the application function has been provided with
data and information in unified standard, and the uniform model interface has been provided. The
architecture form "three layers of equipment, two layers of network" is adopted, the protection device
use "directly sampling and directly tripping" principle, and GOOSE function is mainly used for
transmitting position signal, blocking signal, soft strap switching, setting value switching and so on.

2.4 Obvious secondary equipment and system function integration

Intelligent substation gradually integrated automation, condition monitoring, auxiliary control
and other functions, and turn them into integrated monitoring and control system, realizing the
panoramic data monitoring. Station layer not only integrates the protection information substation, but
also implements the sequence control, intelligent alarm and advanced application functions such as
comprehensive analysis and the source side maintenance, effectively supporting "control integration",
and turning the substation into a true information sampling and controlling point in power system. For
bay layer equipment, protection, measurement and control integrated device is used for the 110 kV
system, while protection, measurement, control and metering integrated device is adopted by 35kV
and below system. In utility equipment, the station adopts integration of AC/DC power supply,
monitoring control station uses AC power supply, DC power supply, AC uninterruptible power
supply, and shares storage battery; the station adopts the integration of intelligent auxiliary control
system, realizing the intelligent linkage control of image monitoring, security guard, fire alarm, fire
control, lighting, heating and ventilation, environmental monitoring and other systems.

2.5 Energy saving and environmental protection

Compared with a traditional substation, the intelligent substation is more effective in energy
saving, material saving and environmental protection. In an intelligent substation, secondary
equipment is centralized, designed with compact structure, placed more rationally, but occupies less
area; The secondary equipment in an interval is locally integrated in a control cabinet, with integrated
devices of protection and measurement, integrated power-supply system, which decreases the number
of devices and connections. The former cables are replaced by light and cheap optical cables, which
saves nonferrous metals and is conducive to energy conservation and environmental protection.

3 THE EXISTED PROBLEMS IN SMART SUBSTATION CONSTRUCTION

Although some progress has been made in technological innovation, equipment development,
standard setting, engineering construction and some other aspects, there is a gap between the overall
level of intelligent substations and a world class power grid, especially in technological level,
equipment level, design level, operational and managing level, and so on.
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3.1 Equipment integration and technology application level needs to be improved.

Up to now, the integration of a substation just concentrates on secondary equipment. There is
still no real integration between primary equipment, between primary equipment and secondary
equipment, among primary equipment, secondary equipment and buildings, which causes some
difficulties in the reduction of floor space. Since integrated design concept cannot be realized
effectively and there is a lack of integrated debugging, many difficulties arise during field debugging,
such as the mismatching between interfaces, disunity of model configurations and impropriety of
insulation coordination. Although the digital acquisition of information from a station end has been
realized and cables are replaced by optical cables, the workload of welding and operational
maintenance isn’t reduced because the structure of communication network is complicated,
information sharing degree is low, sampling is repeated and the number of switches and optical cables
is large. So there is still plenty of room for optimization in information flow and network structure of
substation. Online monitoring technology of equipment is not mature enough and the measurement
accuracy is insufficient, so they can't provide a strong support for equipment operation and
maintenance. Sensors are installed inside most of intelligent primary equipment. When a sensor
malfunctions and needs to be repaired, primary equipment should be under the state of power off. This
affects power supply reliability and data transmission reliability. The data transmitted to the
background is different from the real one or contains big error. The development and realization of
advanced application for integrated monitoring system is not perfect. Some functionality, such as
distributed state estimation, is still in the stage of research and development and has not yet reached
the practical level. Advanced application for substations’ coordination in a power grid and distributed
control is still in the initial stage. The coupling between the platform and the application is so close
that it causes many deficiencies, such as openness and expansibility, which makes it hard to accept
new services and adapt to the rapid changes of existing ones.

3.2 The quality of the equipment products are not satisfactory

Due to the lack of measuring accuracy and product stability, electronic transformers are
suspended in the beginning of the construction periods. Very fast transient over-voltages (VFTO),
which are generated during the operation of isolating switches and breakers, have a serious impact on
the electronic transformers and their data collectors, such as the accidents occurred at Fengzhou
substation in Shanghai city, at Yiming substation in Shandong province, and at Southern Changshu
substation in Jiangsu province. Electronic transformers are integrated with the primary devices
outdoors. Thus, the stability and the accuracy of the measuring results are affected by the wide range
of the ambient temperature. The network switches have an overheating issue, especially in the process
layer. Thus, the operation situation needs to be monitored, and the power consumption and the cooling
technology should be improved. The quality of MUs is not satisfied with outdoor installations.
Besides, the secondary output waveforms have some unusual situations, e.g. disruption, offset and
abnormal values. These situations can arise the protection mal-operation, even cause a damage to the
external data collector in a serious occasion. The acquisition modules of the online monitoring
intelligence components are vulnerable, and their communications with the background are easily
disconnected. The built-in online monitoring sensors have a poor stability, and their interfaces with the
primary devices have an installation problem.

3.3 The overall design has a potential for further improvement and optimization

The layout of the main electrical connection and the secondary network in the substation still
needs an improvement. Due to the large quantity and the varied types of optical cables, as well as the
unclear laying and welding interfaces, the optical cable connection scheme should be further
optimized. Each manufacturer has a different understanding of the operation situations, the operating
habits and IEC 61850 standards, resulting a compatibility issue in different devices. The design means
is relatively insufficient. The design institutes only design virtual terminals with EXCEL or CAD
software. It lacks a unified configuration software and the integrated design ability to output SCD files
with ICD files from the secondary device manufacturers. Module design method is not implemented
yet, resulting the lack of universality.

4 THE NEW GENERATION TREND OF SMART SUBSTATION
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Local, substation area, and wide area multi-
level protection and control, realizing system-
wide function coverage.

Link each other in time, collaborative
realization of different needs.

Integration and optimization of protection and
control functions, realizing protection from
equipment to the power grid.

Figure 2: The new generation architecture of the Smart substation.

The new generation architecture of the Smart substation is shown in Fig.2 U, The
hierarchical protection and control system is adopted '''*!. While the local protection uses limited
local information, realizes independent and decentralized protection function for single object, which
can isolate the fault reliably and fast. Local protection requires synchronized sampling and fast
tripping. So, bus bar protection and main transformer protection belong local protection. Local
protection adopts Direct Sampling Direct Tripping mode, the operation is independent of external
timing and communication network. The protection is arranged using prefabricated warehouse layout,
which reduces the amount of secondary electric (optical) cable, simplifies the secondary circuit design,
enhances reliability and realizes the sensitive protection of primary equipment.

Protection functions are integrated after careful verification of the protection performance and
full consideration of the convenience of maintenance and repair operation. For example, the 110kV
interval protection integrates functions including protection, control and metering measurement,
10/35kV interval protection employs all-in-one device which integrates functions of protection,
control, inspection measurement, merging unit and intelligent terminal, and so on, as shown in Tab.1.

No. | Classification Function module Function description
110 kV line redundancy
Redundancy protection As redundancy

Protection function | Bus tie (segmentation) over- | protection of a single set of protection
current protection

Failure protection Circuit breaker tripping failure protection function
. Backup protection Substation internal fault location, shortening the fault
Backup Protection . S .
2 S acceleration clearing time of backup protection
optimization 35KV and 10 kV bus b
an v bus bar Simplified bus bar protection function based on GOOSE
backup protection
Low frequency low voltage | Load shedding
load shedding function under Low frequency low voltage
3 Safe and Automatic | Substation area spare power | Spare power automatic switching function of multiple

Control automatic switching voltage level within substation

Main transformer overload

out Function of main transformer overload cut and load sharing

Wide-area Wide area protection control Collection , process and transmission of substation area
4 Protection Control P information, sub-function of protection and control in area

substation
support power system

Table 1: The function of the integrated protection in bay level

Based on multi-object information within the substation, substation area protection and control
makes centralized decision, implements the protection redundancy and optimization, and realizes
substation-level protection as well as safe and automatic control function, as shown in Tab.2.
Substation area protection presents low requirements on the synchronization of data sampling and fast
tripping of fault. Therefore, Network Sampling Network Tripping mode is employed. Wide area
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protection and control is intended for area power system. Related protection and stability control
function is implemented by making decisions based on the collection of comprehensive information
from multiple substations.

No. [ Classification Function module Function description
Regional safety and stability | Realization of area power system safe and stable control
control function based on wide-area information
. Wide area low-frequency Allocation of load shedding amount and load
Optimization of safe low-voltage load sheddin, sheddin, 1
1 | and stable control = £ £
. Wide area out of Optimized cross section selection to disconnect based on
synchronism disconnect wide-area information
Area power system self- Automatic recovery function of power system after
healing function clearance of fault
Local power system Emergency protection and failure protection function after
) Optimization of redundancy protection loss of protection and control function of single substation
protection function Optimization of backup Realization of area power system fault location, reduction
protection of clearance time of backup protection

Table 2: The function of the integrated protection in substation level

5 CONCLUSION

With near to 10 years’ development, three stages of substation intellectualization have been

undergone. Based on the valued lessons in the 1* stage- digital substation, 47 pilot projects of smart
substation have been put into operation in stage two in China by the end of 2012. And then China
entered the new stage of overall construction of smart substation in 2012. There are 843 smart
substations operating in China by the end of 2013. Much experience of constructing and operating the
pilot projects were obtained and introduced in this paper. The ongoing or future developing directions
of the smart substation are also presented in paper, while the hierarchical protection and
control system would be adopted.
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C.6-8. AkTyanbHble 3afa4mM COBMeCTHOro npumeHeHusa ctaHgaptos MOK 61850 n M3K 61970

T'OPEJIUK T.I'., KHPUEHKO O.B., KAGAHOB II.B.
OTKpBITOE aKIIHOHEPHOE 001ecTBO «HayuHo-Texanueckuii meHTp EqnHoi IHepreTHYecKoii CHCTEMbBD)
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Knroueevie cnosa: cucmemvr asmomamusayuu, cmanoapmel MOK, ungopmayuonusiti obmen, penetinas

3quWuma u agMoMamuKd, MUKpOnpoOYeccopsl, NPOSPAMMHOE obecneuenie, NPOeKMuposanue, MoOeIuposanue,
SmartGrid

OpHOM W3 aKTyaJbHBIX 3aJad4 COBMECTHOTO IpuMeHeHus craHaaproB MOK 61850 u MOK 61970
SIBIISICTCS.  TIOBBINICHHE HAOJIFOIaCMOCTH 3JICKTPOIHEPIeTUUCCKOW cucTeMbl. IIpoOiema HabI0IaeMOCTH
ANIEKTPOIHEPIeTUUECKON CHCTEMBI BIIEpBbIE BO3HUKJIA IpU (OPMHUPOBAHWUHM ABTOMATH3UPOBAHHON CHCTEMBI
muctieraepckoro ympasieHus (ACJLY) eme B korne 60-x romoB XX Beka U ObIIa TECHO CBsI3aHA C MPOOIIEMON
OLCHMBaHMA cocTosiHUA. VcxomHas wH(OpManus NPH YHPABICHHHM pPEXHMaMH 3JIEKTPOIHEPTEeTHUECKOH
cuctremsl (D9C) mocTymaeT B OCHOBHOM OT Tenenm3MepeHnit. CocTaB M3MepeHH B 00IIeM ciydae MOXKET OBITh
MPOU3BOJIBHBIM M 3aBHCHUT OT OCHANICHHOCTH OOBEKTOB 3HEPrOCHCTEMBI COOTBETCTBYIOIIMMH CPEICTBAMHU
M3MEPEHUI M KaHallaMU CBSI3M JUIS Nlepeslaudl pe3yIbTaToB M3MEpEeHHH HHPOpMany B TUCTIETYCPCKHE LICHTPEI.
B nucnerdyepckMx LEHTpax CTaBWIach 3ajada [0 IIOJYYEHHBIM pe3yJibTaTaM TeJleM3MEepeHHH OIEHUTD
COCTOSIHHE HHEPrOCHCTEMBI, T. €. OJHO3HAYHO pPacCYUTaTh IMapaMeTphl YCTAaHOBUBINETOCS pPeXUMa. bBbIn
pa3paboTaH MaTeMaTHYECKHH ammapar — OLEHHBAaHHWE COCTOSHUS OSHEProCHUCTEMbI, KOTOPBIH IO3BOJISLI
paccunTaTh HEU3MEPEHHBIC MapaMeTPhl PEeKUMa, a TakXKe OIEHUTHh MOTPEIIHOCTH H3MEPEHHBIX BEJIMYMH.
Bmecte ¢ TeM CyIIecTBOBaHHE pEIIEHHS M TOYHOCTh IONYYCHHBIX OLIEHOK CHJIBHO 3aBHCAT OT 0oOBeMa
M3MEpEeHU, X pa3MeleHus], TeMna coopa nanHbeix U quHamukd IDC. Ecnu cocTaB u3MepeHHi, moJrydaeMblii
[0 KaHajaM TeJEeMEXaHHKH, oOecledMBaeT 3aJaHHYI0 TOYHOCTb IPH OICHWBAHWU COCTOSIHHSA, TO Takas
9HEProcUCcTEeMa CUUTACTCS] HAOII01aeMOH.

Ha ceromusimauii nenp Bonpoc Habmogaemoct DOC B HOPMAIBHOM PEKHUME PEIIACTCsl CPEICTBAMHU
ACY TII, xoropsle ycranoBieHbl Ha o0bekTtax II3C. ACY TII, ucrnone3yromue cCOBpeMEHHBIE TEXHUYECKUE
cpeactBa cOopa HMHGOPMALMH, MO3BOJSIOT HM3MEPATH BCE JIICKTPUUYECKHE BEIUYUHBI, HEOOXOAMMBIC JUIA
obecrieuennst HaOmomaemoctn DOC. Boiploe KONMMYECTBO YCTAHOBJIEHHBIX H3MEPHTENBHBIX YCTPOMCTB, C
OJTHOH CTOPOHBI, HOBBIIIAET TOYHOCTh OLIEHMBAHUSA COCTOSHHS 3a CUET M30BITOYHOCTH M3MEPEHHH, C Opyrou
CTOPOHBI, IIOBBIMIAETCS PHUCK BO3HWKHOBEHMS TPYyOBIX OIIMOOK NpH TPHBSI3KE TEIEH3MEPEeHHH K cxeme
anekTpudeckoit cetn. OZHMM K3 BO3MOXKHBIX MOIXOJOB K PEIICHHIO 33Ja4l aBTOMATH3ALUN IPUBSI3KH
TeJeN3MEepeHU K JIEKTPHUUECKON CXeMe CEeTH ABJsIeTcs rapMoHu3aus ctangapToB MOK 61850 m MOK 61970
(CIM).

CeromHa B IEHTpax YIpPaBICHHUS CETSIMH W JANCHETYEPCKUX MEeHTpax miIsi 3(QeKTHBHOTO BeAeHUS
peXMMa W yNpaBieHUs oOOpYyZOBaHMEM CO3JaeTcs TOYHAs M OJHO3HA4yHas MOJENb JHEpProcucreMbl Ha Oase
obmeil nadopmannonHoit mogenu sHeprocuctembl (CIM), BKIO4as MOJENH BCeX IMOJCTaHIMU. VneansHbIM
ucrounukom wuHpopMarmu o mnoncranium it CIM  sHeprocuctemsr sBusiercs SCL-daiin  omucanus
MOZICTAHIINH, BKIIOYAIOMNN B cebs ogHoNMHEHHYy0 cxeMy. SCL-¢aiin onucaHus IMOICTaHIMU CO3AaeTcsl Ha
stane npoexktupoBanus ACY TII noactaHuuu M akTyaqus3upyeTcs NPU BBOJAE MOACTAHLUU B JKCILIyaTaLHUIO.
BBuny Oombrrero kosmmuyecta obmux siementoB Mexxay CIM um SCL-daiinamu nienecoodpasHo pa3paboTarh
METOZBI K HHCTPYMEHTHI JJIs1 OOMEHA JaHHBIMU MEXIY 3TUMH JIByMs CTpYKTypaMu. DakTndeckn rapMOHU3AIHS
3THX JBYX CTaHIApTOB SBJISETCA OCHOBOM A MH(MOPMAIMOHHON COBMECTHMOCTH MEXAY TEXHOJOTHSIMHU
SmartGrid [1].

Oo6mue ynementsl mexkay CIM u SCL

Ornucanne noactanmuu B SCL 1 CIM 1o cTpyKType COBNAAAIOT M COJEPKAT CICAYIONINE OCHOBHBIC

3JIEMEHTBI:
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HaumenoBanue CIM (naket Core) SCL
IToxcTannus Substation tSubstation
YPpOBeHb HaNPSHKEHUs! VoltageLevel tVoltageLevel
IIpucoenunenue Bay tBay

B SCL u CIM Takxe COBMaaaeT crocod OMUCAHHS TOMOJOTHU JICKTPHIECCKOH CXeMBbl. JTO OMUCAHUE
0a3zupyeTcsi Ha UCTIOJIB30BAHUH MOHATHS «Y31a coeauHenus» (Connectivity Node) u «Touku NOAKIIOYCHHS Ha
cuioBoM obopynoBanuu (Terminal). CuoBoe TokoBenyiiee odopynoBanue (ConductingEquipent) umeer onny
WIM HECKOJIBKO TOYEK IOIKIIOYCHHUS, KOTOPBIC COSOUHSIOTCS C y3JOM, H, TAaKHM 00pa3oM, YCTaHABIUBAIOTCSI

CBSI3U MEXKIY dJIEMEHTaMH CXeMHI (puc. 1).

Terminal

Puc.1. Onucanue anexrpuueckux coequnenuii B CIM u SCL
Paznnuus mexny CIM n SCL

Hecmotps Ha Hammume oOmux ayeMeHTOB (myonuposanue) mexay CIM u SCL, stu monenu
H3HAYaJIbHO OPHUEHTUPOBAIUCH Ha pa3HOE NMPHUMEHEHHE U M0 3TOW MpUYMHE UMEIOT psif oTinduil. B cumy atoro
CIM He moxeT moiHocThio 3ameHUTH SCL, a SCL He moxer 3amenuts CIM. CIM co3nmaBajiach Kak
YHHUBEPCAJIBHBIN CIOCO0 OMHCAHUS SHEPrOCUCTEM, KOTOPBI MOYKHO HCIOJIB30BATh B PA3IMYHBIX MPIIOKEHHUIX
cucteM EMS, DMS u npyrux. B uuciio Takux nNpuiiokeHU BXOAST pacueT pPekrMa, OLIEHWBAHUE COCTOSHUE,
yIpaBJIeHHE OCHOBHBIM oOopynoBanmeM u 1p. Ilepen paspaborumkamu CIM crosiia 3amada paspaboraThb
JIOCTaTOYHO YHHMBEPCAIBHBIN CIOCOO OMHMCAaHMS CXEMBl 3aMEIIEHMS JJIEKTPUYECKOH CeTH, KOTOPOE IO3BOJISET
UCIIONIb30BaTh TO OMMCAHHWE B PA3IMYHBIX Pa3sHOPOIHBIX MpHiokeHHsx. Pazpadorunku SCL pemanm npyryro
HE MEHee CII0XKHYIO 3aJady — CO3/laHne yHUBEpCaIbHOTO (hopmara AJisi ONMMCAaHHUsT HHPOPMAIMOHHBIX CBS3EH Ha
noacraniui. OCHOBHOE BHHMaHHE OBUIO YZIEIEHO MOJENW JaHHBIX B YCTPOWCTBAX (JOTMYECKHE Y3IIbI, THIIBI
JaHHbIX W 1p.). OpnHonuueliHas cxema B SCL  1o03BoOJsieT CBA3bIBATH JIOTHMYECKHE (YHKIMH B
MHUKpPOIPOIIECCOPHBIX YCTPOMCTBAaX C 3JEMEHTAMH CHJIOBOH CXEMBI, C KOTOPBIMH 3TH MHKPOIPOLECCOPHEIE
YCTPOHCTBA B3aUMOJIEHCTBYIOT.

CIM opuentupoBana Ha onucanue rpadoB cetu, B To BpeMsi kak SCL-daiin umeeT NOCTaTOYHO
CTPOTYIO HEPAPXUUECKYIO CTPYKTYpy. Bee nmpunoskeHus pacueTra pexxuma onepupyoT y3jiaMu u cBa3sMu, 1 CIM
JIOJDKHA ~ YAOBJIETBOPATH TpeOoBaHWsM dtux mpwioxkennid. C  gpyroit croponsr, SCL wu3HavambHO
OPHEHTHPOBAJICS HA IIO/ACTAHIMOHHOE INPHMEHEHHE, I/Ie CTPYKTYpy MOKHO BBIpasHTh B BHJE HepapXuw,
cocTosiied M3 (PUKCHMPOBAHHOrO Habopa YpOBHEH (paclpeleNUTeNbHBIX YCTPOMCTB, INPHCOEAMHEHUH W
CHJIOBOT'O 000OpYJOBaHH).

B CIM pnsa omumcanms mozenu sHeprocuctembl [2] wmcmonb3yercs RDF (Resource Description
Framework),B To Bpemst kak B SCL uncnons3yercs XML-dopmaT (1peBoBuaHas cTpykTypa). Mcnonabp3oBanne
RDF B CIM BbIBBaHO HEOOXOAUMOCTHIO yaA00HO mnpenctaBisath rpader [3]. Crpykrypa RDF-3ammcu
(yTBepXIEHUS) IMEET BUA «CyOBEKT — IpeauKaT — o0BekT». Hanpumep, akTHBHOE CONPOTHBIIEHHE OOMOTKH
TpaHchopmaropa, paBHoe 0,39 Owm, Moxer OBITH 3amHCaHO Tak: CyOBEKT — oOMOTKa TpaHchopMaTopa
(TransformerWinding), nmpenukar — aktuBHOE conpoTtuBienue (TransformerWinding.r), o6spext — 3Hauerue 0,39
Owm. Ecim B kauecTBe 00BEKTa MCMOIB3YETCS HE KOHKPETHOE 3HaUeHHE (YHCII0), a CChUIKA Ha APYrod OOBEKT
(pecypc), TO (akTmueckn oOpasyeTcsi BeTBb rpada, cBs3bIBarolias aBa pecypca. Hampumep, oOMoTka
TpaHchopmaropa X (TransformerWinding) OTHOCHUTCS K TpaHchopmaropy Y
(TransformerWinding. MemberOf PowerTransformer), rne X u Y — SBISIOTCS WACHTH(PHUKATOPAMHU PECYpPCOB.
Takum 00pa3oM, C HCIOJIb30BAHHEM YHUKIBHBIX WJICHTU(PHUKATOPOB YCTaHABIMBAIOTCS CBA3M MEXKIY
pecypcamu. B SCL taxke nmeercs cucreMa uaeHTH(GHKAMK (C TIOMOIIBIO aTpHOyTa name — TeXHOJIOTHIECKOe
ums). Orimmanem ot CIM sBiIsieTcst TO, YTO TEXHOJIOTMYECKOE UM JIOJDKHO OBITH YHUKAJIBHBIM B paMKax CBOETO
ypoBHs B uepapxuu. Hampumep, kaxaoe NpucoeIMHEHNE B PAMKaX OJHOTO YPOBHS HANpsDKEHHE JOJDKHO UMETh
YHHKaJIbHOE TEXHOJOTMYECKOe HanMeHoBaHWME. Ho [Ba NpPHCOEOMHEHMS Ha Pa3HBIX PACHPENEIUTEIbHBIX
YCTpOHCTBaX MOTYT MMETh OJHO WM. J[JI TOTO YTOOBI COSMUHWUTH TOUKY monkmtodeHus (Terminal) B ogHOM
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npucoenuaenuu ¢ y3ioM (ConnectivityNode) B npyrom npucoennnenuu, y oobekra Terminal ectb HECKOJIBKO
aTpuOyTOB: MMs mojctaHuuu (substationName), uMsl pacnpenenurensHoro ycrpoictsa (voltageLevelName),
ums npucoennHenus (bayName), mms y3i1a coemuHeHus (cNodeName). TombKO COBOKYHMHOCTB 3THX
mapamMeTpoB 00pa3yeT YHUKaIbHBIN uaeHTndukaTop B pamkax SCL-¢atina.

SCL-¢aiinel BKIIOYAIOT B ceOS MOIPOOHOE OIMMCAHHE MHKPOIPOIECCOPHBIX YCTPOWCTB, CIIOCOOOB
nepeaayn JaHHBIX (Ha BEpXHHUH YPOBEHB M MEXKIy YCTPOUCTBaMH) U KoMaH[ yrpasierus. CIM orpanmumBaercs
JIMIIb OTMCAHUEM OTICIBHBIX TOUCK U3MEPEHHS 1 TEICyNpaBiIcHUs 0e3 yKa3aHUs CEMAaHTHKH (T.€. PU3MIECKOTO
CMBICIIA) 3TUX TOYCK.

CIM coaepxuT moApoOHOE OMHCAaHUE DJIEKTPUUECKUX MapaMeTpoB cxeMbl 3amenieHus. B SCL Takoe
OIKCaHME OTHOCTHIO OTCYTCTBYET.
®opmupoBanne CIM nas 3agay ynpasiaenns 39C

Tl'apmonmzanus crangaproB MOK 61850 u MOK 61970 sBisieTcs 10CTaTOUHO BaXKHOU 3a/1aueii ¢ TOUKH
3peHus] COKpalleHust paboThl (MCKIOUeHHe AyOnupoBanus). B [4] Obuin mpeasnokeHsl BO3MOXKHBIE BapHaHTHI
coBMecTHOro ucnosb3oBanuss CIM u SLC aist perieHus npakTH4eckux (MpUKiIaaHbiX) 3anad. C TOUKH 3peHus
noBeImeHNs Habmonaemocta 39C HanbojIee MepCIeKTUBHBIM ITOAX0I0M K (POPMHUPOBAHUIO HH(POPMAITMOHHOMN
momemn DDC sBistercst popmupoBanne CIM sHeprocuctemsl Ha 0aze SCL-daitmoB. B stom ciydae mpu
BKJIFOUCHNH MOACTaHIUM B €IWHYI0 MH(GOPMAIIMOHHYIO MOJENb SHEPTOCHCTEMBI HEOOXOOMMO Tpeodpa3oBaTh
SCD (¢aiin xoHpurypanun mnoxacrannuu) B CIM u chopMupoBaHHYI0 MOAETH BKIIOYHTH B COCTaB MOICIH
sHeprocuctemsl. st aToro momyumBmasicst u3 SCL-aiia Moxens 1omkHa OBITH OMOTHEHA HEIOCTAIOUIMMHU
nmapaMeTpaMy (B TOM 4YHCIIE MapaMeTpaMH CXeMbl 3aMelleHus). B stom cmywae Tenemsmepenus OyamyT
OJIHO3HAYHO TPUBSI3aHBI K SJIEMEHTaM dJIeKTpuieckon cxembl IIC.

Cnoco0bl rapMOHU3AMHU

Crpykrypa RDF-(aiina XopoIio moJaxoaur Ui TOro, YToObl MOJIHOCTHIO BKIIIOUUTH B CE0sl ONMCAaHUE
nndopmanmonnoit moxenmn noacranuuu (SCL) ¢ ucnonp3oBaHueM jgocratoyHo oOmero noaxoxa [1]. DtoT
HOJAXO0J 3aKII0YaeTCs B CIEIYIOLIEM:

o Pas0umenmne snmemeHnToB SCL-(aiina Ha 0OBEKTH ¢ YHHKAIBHBIMH HICHTH()HKATOpaMH, T.C.
CO3/IaHME JIMHEHHBIX CHHCKOB OOBEKTOB (IOACTAHIMH, paclpeAeINTEIbHBIX YCTPOKCTB,
MIPUCOCIMHEHHH, CHIIOBOTO 000PYIOBAaHUS, HHTEIUICKTYaJIbHBIX 3JIEKTPOHHBIX YCTPONUCTB).

e [IpucBoeHHE KaXKAOMY IEMEHTY YHUKAIBHOTO HICHTU(PHUKATOPA.

e  VYCTaHOBKA CBA3M MEXIY 3TUMH 0OBEKTaMHU C HCIIOIB30BAaHUEM 3TUX HACHTHU(PHUKATOPOB.

Takum o6paszom, MmoxxHo chopmupoBats CIM Ha 0aze SCL-daiina, mpu 3TOM COBMAAAONINE OOBEKTHI B
CIM u SCL OynyT 3aMeHeHbl Ha eIMHbIH TapMOHU3UPOBAHHbIN BapuanT. Hainune eanHbIX UIEHTU(DUKATOPOB U
BO3MOXKHOCTb IiepeBoaa oquux uaeHtudukaropos (SCL) B apyrue (CIM) mo3BouisieT BBIIOJHHUTH U 0OpaTHOE
npeobpazoBanue uz CIM B SCL.

Eme omHo#l BakHOH mpoOIeMoil sBisgeTcs HEOOXOAMMOCTh B CIHMSHUU Monened. Hampuwmep, Ha
MOJICTaHITNH, KOTOpast yxke BKiIrodeHa B CIM, mpomsonmio pacmompenne, 1 SCD-daiin 6501 momonHeH. B atom
cirydae He0O0X0IMMO TIOBTOPHO BKIIOUHTH 3TOT (aiin B CIM. IIpu 3TOM yrke BKIIIOUEHHbIE YaCTH (JIOTIOTHEHHbIE
COOTBETCTBYIOIIMMH aTpUOyTaMH) HE IOJDKHBI OBITh 3aTPOHYTHL. Takoil MeXaHW3M Ha3bIBA€TCSl CIHSHHUEM
(Merging) u Takxe 10JKeH ObITh OCHOBaH Ha €MHON cUCTeMe WACHTU(HUKAINN 00BEKTOB.

BroiBoabI

Tl'apmonmsamus cranmgaptoB MOK 61850 u MDK 61970 sBnsieTcss oueHb BaXKHOW 3a7aueldl ¢ TOUKH
3peHusi TexHojoruii Smart Grid ¥ MO3BOJISIET NOBBICHTH HAOJIIOAaEMOCTh JHEPrOCHCTEM 3a CUET OJTHO3HAYHOM
MPUBA3KH TEJNEH3MEPEHUH K DJIeKTpHdeckoil cxeme ceTd. OOBEIMHUTH [1BE MOJENH MOXHO TOJIBKO Ha
OCHOBAHMHU E€IMHON CHCTEMBI HACHTH(HKanuu 00BekToB. s ympomeHus 3TuX 3amad (mpeoOpa3zoBaHue,
00beaANHEHNE, CIMSHKME) J0JDKHA HCIOJNIb30BAaThCSl CHCTEMa aBTOMATH3ALMM NPOSKTHPOBAHMS, MO3BOJIIONIAs
pabotats ¢ eauHOI Mojenbio JaHHBIX (SCL u CIM).

CnHCcoK TuTepaTypsl:

1. «Harmonizing the International Electrotechnical Commission Common Information Model (CIM) and
61850 Key to Achieve Smart Grid Interoperability» - Objectives Final Report, May 2010, EPRI Project
Manager D. Becker.

2. An Introduction to IEC 61970-301 & 61968-11: The Common Information Model, Dr Alan W.
McMorran.

3. «NIST Framework and Roadmap for Smart Grid Interoperability Standards, Release 1.0» - NIST
Special Publication 1108, January 2010.

Harmonization of IEC 61970, 61968, and 61850 Models - Technical Report.
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C.6-9. OnbIT NpoeKkTUpOBaHUA, Hanagku u akcnnyatauum noactaHuum 110 kB ¢
npuMmeHeHneMm WuHbl npouecca Hard Fiber dompmbl GE Multilin

M.C.XAUKHMH
PYII «I'omesib3HEPTo»
Pecnybsmnka benapycs
m.khaykin@gomel.energo.net.by

KJIFOUEBBIE CJIOBA: mmna npouecca Hard Fiber GE Multilin, Hananka ycrpoticts P3A

1 BBEJIEHHUE

[Ipu pa3paboTke mpoekTa MoICTaHIMK ¢ TpuMeHeHneM muHbI nporiecca Hard Fiber dupmer GE
Multilin 1 ero peanm3ammu, MBI CTOJKHYJIHCH C HEOOXOIUMOCTHIO HM3MEHEHHUS TPaIUIIMOHHBIX
moAX0oA0B K IHOCTPOCHUIO CUCTEMBI peﬂeﬁHOﬁ 3alllMThl U aBTOMATUKU. OTCYTCTBI/IC OUCKPETHBIX
BXO/I0B M BBIX0/10B B TepmuHaiie J[3II tuna B9S plus u apyrue ocodbennoctu cuctembl Hard Fiber
BBI3BAJIM HEKOTOPbIE TPYAHOCTH NPH KOHGUIypHUpoBaHUM M Hayaake ycrporcts P3A. Jlokman
TIOCBSIIIEH TIONBITKE PENICHNs] BOSHUKIIMX MTPOOJIEM Ha CTPOSIIEMCS SHEPTOOOBEKTE.

2 OCHOBHAS YACTDH

2.1 Onucanue cxembl noOCmaHyuu

B despane 2015 roga B PVYII «l'omens3nepro» BBeneHa B pabory moacranuus 110 xB
«Ipupeunas», Ha npucoeguHeHusix 110 kB KOTOpoi yCTaHOBJIEHBI MUKPOIPOLIECCOPHBIE 3AIIUTHI
¢upmbel GE Multilin ¢ npumenennem mwmabl npotiecca Hard Fiber. Cuctema Bkitouaer B cebst MIT
P3A, ontruyeckue kabelid 1 BEIHOCHBIE MOy 1M BBOAa/BhiBoa (Y CO), KOTOphIC TOIYUYHIA Ha3BaHUE
Bricks. B xaxmom Brick nmeercst 4 HezaBuCHMBIX U(POBBIX sApa U, TaKUM 00pa3oM, K ogHOMY Brick
MOJKHO TTOAKITIOYUTH JI0 4-X YCTPOMCTB 3aIIUTHI IO CXEME «TOYKA — TOUKAY.

Puc.1: Bayrpennss ctpykrypa Brick
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IIpn nmoctpoenun cucremsl P3A Ha IIC-110 «Ilpupeunas» Mbl pyKOBOACTBOBAIHMCH ABYMS
OCHOBHBIMH, B3aIMHO [IPOTHBOPEYUBBIMH, IPUHIUIIAMU:
1. Han&xHOCTh — MPUMEHEHO MOTHOE aNMapaTHOe JyOIMpPOBaHNE BCEX YCTPOUCTB;
2. DKOHOMHUYHOCTb — MAaKCHUMAaJIbHOE HCIIOJIB30BAaHUE BCEX BO3MOXHOCTEH Ka)KIO0TO
YCTPOMCTBA IJIs1 YMEHBIICHHS YHUCIA HCIONb3YeMbIX MOAYJIEH M COECOMHUTEIBHBIX
Kabeneil.

OPY 110 xB IIC - 110 kB «IIpupeunas» BBIIIOJIHEHA MO CXEME ABOWHAs CHUCTEMa IIHH C
o0xoxnoii. Ha kaxxmom npucoeannennu 110 kB ycTanosneno mo asa moayist BBoaa/BeiBoga (Brick),
MTOAKITIOYCHHBIX K pa3HbIM KepHaM TT. Takke Ha HUX 3aBeneHbl Bropudnsie e TH 1C.III. 110 xB
u TH 2C.II. 110 xB. Ilepexmrouenme c¢ omuoro TH ©Ha napyrod mnpowsBOOUTCS BPYUHYIO
UCTIBITATEILHBIMU OJIOKaMH B 3aBUCHMOCTHU OT (PUKCALUH IPUCOECTUHEHUS 110 CUCTEMaM IIUH. 3aluTa
KaXXIOT0 IPUCOEAVHEHMs BBINOJHEHAa ABYMsSI OAMHAKOBBIMM TepMuHaiamu (g BJI — D60, mns
tparcopmaropa — T-60), BBITONHAIONMME Tak e (QYHKINKA aBTOMATHKM BhIKmodaTens. (OOa
YCTPOMCTBA 3alUThl KAKIOTO MPHCOSAMHEHUS TOIKIIOYCHB K 000uM Brick mpucoenunenus, u B
cllydae HEHMCIIPaBHOCTU oaHOoro M3 Brick aBTOMarnmdecku mepekitodaercss Ha BTopoil. Oba Brick
KaXXZIOT0 MPUCOCAMHEHHsI JeHCTBYIOT Ha 00a COJEHOM A OTKIIIOYEHHUS CBOEro BbIKMouaress. Kpome
TOTO, BBINIOJHEHO NpSAMOe JEHCTBHE KIIOoYa YIpaBlIE€HUS CO IIWTa YNpaBlE€HUS HA OJUH U3
COJICHOMJIOB OTKJIIOYCHUS [0 MeEAHOMY KabOemo. B kadectBe 3amuthl cOopHbIXx ImmH 110 kB
MPUMEHEHBI JBa B3aUMHO pe3epBUpyIommx ycrpoiictBa B95Plus. Ha pucynke 2. mpencraBiieHa
cxeMa TIOACTaHUMU M paclpeneneHre ycTpoicTB Brick u TepMuHanmoB 3amur 1O KepHaM
TpaHC(HOPMATOPOB TOKA M HANPSKEHUSL.

2.2 Ocobennocmu, ¢ KOMOPbIMU NPUUUTIOCL CIOJKHYMbCS NPU NPOEKMUPOBAHUL, MOHMAdICE U
Hanaoke cucmemsl P34 noocmanyuu.

2.2.1 BBon/BbIBOA [IEHCTBUS 3allUT WM ABTOMATUKM Ha BBIKIIOYATENM IPOU3BOAUTCS HE
PasphIBOM LIEMH BKIIIOYECHUS/OTKIIOUCHHS, a BO3ACHCTBHEM Ha AUCKPETHBIN BXOJ TEPMHUHAJIA 3aLIHT.

2.2.2 B cBsi3u ¢ orcyrcTBUeM B TepmuHaiax 311 quckpeTHBIX BXOJ0B U BBIXOJI0B, BBOJI/BBIBOJI
neiicteus 311 Ha kakaoe MpUCOEMHEHHE MMPOU3BOIUTCS KIIIOYOM B IIKaQy 3allUT MPUCOSANHEHHUS
BO3JICUCTBYIOLLEr0 Ha JUCKPETHBIM BX0J TepMuHaia npucoeauHeHus. B tepmunan 31 cocrosiHue
3TOTO KJII0Ya nepenaéres Mo IMHE mpolecca myTéM ooMeHa Mexnay simpamu Brick. Tepmunan 311
MOCTOSTHHOTO OTpalIMBaeT IOJOKEHWE 3ITOr0 KJI04a M, €CIM CHAT OINEpPaTHBHBIM TOK C 3TOTO
TepMUHaNa 3amuT npucoeauneHus, naeiictBue J3LI ocraércs BBEIEHHBIM Ha OTKIIOYEHHE
NPUCOCIHEHHUS.

2.2.3 B cBsI3u ¢ HU3KOH HAAEKHOCTBIO OJIOK-KOHTAKTOM pasbeaunuteneid 110 kB npousBoacTea
Benukomykckoro 3aBojia BBICOKOBOJIBTHOM ammaparypsl, ¢pukcanus npucoeanHeHus mno 3oHam JI311
OTIpeIeTIAETCS] TI0 BCTABJICHHBIM HCIBITATENIbHBIM Onokam 1ierelt Hampspkenuss TH 1C.I. 110 xB u
TH 2C.I11. 110 kB ¢ ucrioinp3oBaHuEM CBOOOIHBIX KOHTAKTOB BI.

2.2.4 Ecnu Ha npucoeanHeHun 00a BY He BcTaBieHBI, TO TOK MPUCOEANHEHUS HE Y4acTBYET B
pacuére nuddepenunansHoro toka u J3LI (YPOB) He pneiicTByeT Ha OTKIIOYEHHE 3TOrO
MIPUCOETUHEHUS.

2.2.5 Ilpu onepartuBHBIX nepekmoueHnsx Ha OPY — 110 kB Heob6xoaumo BBecTr 3amnpet AIIB
npu padore [I3I. Kmtou BBoga 3ampera AIIB pacrnonoxkeH B mkady 3alldTel U aBTOMATHKU
IIMHOCOEANHUTEIBHOr O Bhikrouatens. Tepmunan 31 nocTosHHOrO omnpanmBaeT NoJ0KEHNE 3TOTO
KITIOYa.

2.2.6 IIpoBepka 3aImuT MOXKET OCYIIECTBIISTHCS TBOSIKO:

a) Hamagka 3ammr ocymiecTBIsUIach Mojavdeld TOKOB M HANPSDKEHUH OT HCHBITaTENLHOTO
ycrpoiictBa B Brick, pacnonoxennsie Ha OPY — 110 xB. Ilpu 3ToM TOKHM 1 HanpspKeHUsT B TUPPOBOM
BHJIE TOJAIOTCS BO Bce ycTpoicTtBa P3A, moakmirodeHHple K 3THM Brick (o0a koMImiekca 3amiuThl
npucoeaunenuss u J3I). IlosTromy, B OTIMYMH OT 3alIMT mpHcoenuHeHuid TepmuHansl J3II
NOJKITIOUEHBI TOJBKO K KOHKpeTHOMYy Brick kaxmoro mnpucoeavHeHus. DTO cAemnaHo Jajs
BO3MOKHOCTH TMOOYEPEAHOTO BBIBOAA M3 paboTel u mpoBepku (31 6e3 OTKIOYeHHS MEePBUYHOTO
000pyTOBaHUS.

6) C mnomompio peseppHoro Brick momkmowaemoro B OIIY K TepMHHANY 3aluThl
IPUCOEIUHEHHSI NEPEKITIOUEHUEM OITUYECKOr0 NaTy-kopaa. [Ipu 3ToM TOKM U HalpsKEeHUs TIOAAI0TCS
TOJIBKO B IIPOBEPSIEMYIO 3aLUTY.
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Puc. 2. Pacnipenenenne 3amuT u ycTpoiicTB Brick o kepHam TpaHc(hopMaTOpoB TOKA U HATIPSHKEHUS
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2.2.7 Ilpn mepeBozme Tpanchopmaropa Ha OB 110 kB, Brick Tpancdopmartopa mepeBonmsiTcst Ha
BcTpoeHHbIe B TpaHchopmarop TT u, Takum 00pa3om, 3auThl TpaHCHOPMATOPA MEPEKIIFOIAIOTCS HA
Bctpoernasle TT, ommuoBka 110 kB tpanchopmaropa BeiBomutcs u3 31 un J3T, u 3amumaercs
sammramu OB 110 xB. [leiicTBue 3amut Tpanchopmaropa sBogutcst Ha OB.

3 3AKIIOYEHHUE

BBoJ B 9KCIUTyaTannio MOACTaHIUY ¢ IPUMEHeHneM muHbI pouecca Hard Fiber
¢upmer GE Multilin nokaszain, yto:

- COKpaTWJIUCh 3aTPaThl HA MOHTAX BTOPUYHBIX LIEICH;

- IPAKTUYECKH OTCYTCTBOBAIM OMIMOKH B MOHTA)KE BTOPUYHBIX IICTICH;

- IOSIBUJIOCH MHOKECTBO BOIIPOCOB, TPEOYIOMIMX NajbHEHIIEel MpopaboTKu Kak To,
HEIOCTaTOYHOE KOJIMYECTBO BBIXOIHBIX pelie B ycTpoiicTBax Brick, oTCyTCTBHE THUCKPETHBIX
BXO0JI0B/BbIX0/10B B TepmuHaie /I3, npobiaemsl ¢ curnanuszanueit cpadarsianus J(3111,
HE00X0IMMOCTh PHOOpETeHHsT 000PYIOBAHUS ISl TUATHOCTUKU ONITHYECKUX Kaberei,
o0ydeHue nepcoHaa.
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1 INTRODUCTION

Since IEC 61850 became the widely used standard for substation communication with a lot of
implementations testing is an important issue. Edition 2 is available since 2012 and offers a wide
range of possibilities and sophisticated details. Due to the huge amount of prospects and different
places where testing can be located and marked systematization will be presented. This paper
describes an approach, how to combine the new possibilities with existing testing procedures for
protection and control in substations. The timely delivery of mission critical information is one main
aspect of power utility communication The test procedures for GOOSE performance of IEDs or the
behavior of Sampled Values publishers take into account that some time is needed to transmit
the data over the communication network. The paper shows the usage of new measurement
equipment in networks and explains measurements.

2 TESTING

2.1 Issues

IEC 61850 was published in the early 2000s and is the state of the art standard for substation
automation systems (SAS). Thousands of installations around the world demonstrate the success.
Since the standard focuses on communication it was from the beginning the question- "How do I test
when [ just have an Ethernet cable connected to my intelligent electronic devices (IED)?" The first
edition of the standard described several possibilities already. The experience shows, that not all
details have been clarified and the usage was unclear for users and vendors. Due to this not all
possibilities have been implemented or are supported by the tools. Edition 2 [1] clarified the issues and
provides new possibilities. Since protection and control (PAC) systems are available [2] , people want
to test them to be secure that they work properly. To avoid tripping of the circuit breakers, short circuit
the current transformers, inject analogues and to allow a connection to startup and trip indications test
plugs are very common in different countries [2].

2.2 Test-Bits

Some users expect a single test bit what is not defined in the standard in that manner. The
reason is obvious. In IEC 61850 are several possibilities to communicate. We distinguish between
client-server-communication used for SCADA purposes and real-time communication utilizing
GOOSE and Sampled Values. Additionally the data model as defined in the standard is complex and
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multilayered- additional possibilities need to be found. Sometimes the later mentioned indication "test"
in GOOSE according to [3] is also called "test-bit".

2.3 Test as Mode and Behavior
The classes for Logical Nodes (LNs) are defined in IEC 61850-7-4 [4]. Every Logical Devices
(LD) consists of at least 3 LNs. Every LN got its own Mode (Mod). This mode can be as follows:
o on
on-blocked (name in edition 1: "blocked")

off

test
test/blocked

2.4 Test as Quality

In addition to Mod/Beh for every information available a quality (q) is defined. The encoding is
explained in 8-1 [3], here we learn that bit string of 13 is currently used (Bit 0....Bit 12; Bit 11 is a
Boolean attribute with the name "quality")

2.5 Test Indication in GOOSE

As already mentioned in part 8-1 [3] also for the GOOSE a parameter "test" is defined. It is
transmitted in the GOOSE-PDU and could be used to decide if the GOOSE is published by an IED in
test mode or not. It was rarely implemented by the vendors in IEDs according to edition 1 of the
standard. Such an indication was not defined for Sampled Values

2.6 Indication “Simulate” for GOOSE and Sampled Values

With edition 2 of the standard for GOOSE[3] and Sampled Values they come with new
information to distinguish between real and simulated signal: A S- ("simulated”) information. When
the bit S is set, the GOOSE telegram has been issued by a publisher located in a test device and not by
the publisher as specified in the configuration file of the device. It is a simulated GOOSE[3]. This is
figuratively valid for Sampled Values too. The advantage is that the S-Bit is situated in a defined
position in an Ethernet frame. This allows an easy detection or distinction e.g. by a subscribing IED.
The mechanism is explained in Figure 1. The entire physical device (!) can be set with a control in the
LN describing the physical device (LPHD) to receive simulated GOOSE or simulated Sampled Values
instead of real. [5]

‘ GolD=GO01; Simulation=TRUE
‘GOID:G01; Simulation=FALSE 3

IED

LPHD
Sim=TRUE

Figure 1 Simulation of a GOOSE message [5]

2.7 Handling of Data with “Test”
As mentioned already edition 2 of the standard first time explains the interaction of the different
test-data. This was required, since the huge amount of possibilities confused the customers and more

or less impedes the usage of the potentials. The table as defined in appendix of 7-4[4] is shown Figure
2:
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Table A.2 - Definltion of mede and behaviour

Funcsion bebind LY o o o o oFF

ut o the Process (Switchgenr] vis 1 non-
EC 1854 lnk for exampia i [iypcal for ES o vES N0
K_.¥...and GGI LNs]

Output of FC ST, WX wauais ot | e s rewart
(ssued idapendenly rom Boh) it | q=coumekess

Reaponse ko o) Command from Ciient
[ dgomant]

Incaming data with g=normal

Incoming data with qeopeealorBlocked | 1o

Inzaming data with qetest

Incoming date with qetestsoperatorBlecked

Incoming data with qeisvalid

Non-JEC §136D sinary (relay, cantast) inputs
anaegee asstormer inpets.

NOTE A précaediion of 6 usé of GMerent modes (OSSP & 1he processng of he qualty 21 (q)of P receiing fomaton.

Figure 2 Mod/Beh [4]

Processed as valid" means that the application should react according to quality and behavior of
the LN. So the "Processed as valid" for mode "on" differs to that "processed as valid" in case of the
mode "test"- the reaction is as the mode of the IED. Only if the IED is in mode "test" data with
identification "test" will be used! The experience of the author as a member of different working
groups showed, that this table leaves space for discussions and interpretations and needs further
investigations.

2.8 Scenarios

Different scenarios coming from interpreting the standard have been discussed in [5]. The paper
used a general IED controlled by a client and subscribing to GOOSE. It was connected to a circuit
breaker via wired output (Fig. 3) Different scenarios coming from interpreting the standard have been
discussed in [5]. The paper used a general IED controlled by a client and subscribing to GOOSE. It
was connected to a circuit breaker via wired output (Figure 3)

Figure 3 IED with incoming data and output to process [5]

The switching between the modes should only happen as a result of an operator command to the
data object Mod so client with the capability to control is needed. Here we only use one example for a
mode "test"- the testing mode.

2.9 Test [5]
As mentioned already the logical device, the physical device or even the LN can be set to test
mode. In that case only controls or GOOSEs with indication “test” will cause an operation (Figure 4)
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Figure 4 Test

2.10Test/Blocked [5]
To avoid tripping of circuit breakers the mode “test/blocked” will be used (Figure 5)

Figure 5 Test/ Test/Blocked

2.11Test of Protection Functions [5]

Conventional test plugs are used to disconnect the process. And secondary signals are injected
with a test set. The logical device “protection” is set to mode “test”, to avoid tripping of circuit
breakers the XCBR node can be even set to “test/blocked” (if not realized by the test plugs). In case of
a trip of the relay the results will be issued by a report (with quality test). The proposal to use the
mirroring (e.g. opRcvd= operation received) for a protection test will not work, since this is limited to
control data only.

Figure 6 Test of protection function

2.12Functional Testing
CIGRE Work Group B5.32 presented their report "FUNCTIONAL TESTING OF IEC 61850

BASED SYSTEMS" in 2009. This report described already new ways to test performance and
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functionality of IEC 61850 Substation automation Systems (SAS). The brochure contains a structured
method to specify functional tests on systems based on this standard. An object oriented approach was
proposed, using UML, text and XML formats. Conformance and interoperability tests are not treated,
being already standardized. This document is a good base for further discussions how to test
dedicated protection functions or how to embed this into existing protection testing routines. The IEC
working group responsible for IEC 61850 is WG 10 and discussing the issues. Due to some personal
changes the progress of the ongoing work regarding testing was limited. National activities as
described in next chapter shall accelerate the work and will be hopefully accepted as a valuable
contribution. IEC 61850, its impact on substation automation and protection are under discussion in
Germany for a long time already. First user recommendations [7][8] gave hints also for testing, Figure
7 shows the setup.

Figure 7 Information flow and test

With the new release of [7] which was published in 2013 [9] it was obvious that further
definitions and recommendations will be needed- so [9] refers to the content of next chapter which
will be published in 2015.

2.13Testing Recommendation
The intention of the document to be published is shown in Figure 8.

Figure 8 Combination Mod/Beh and Sim

A test set and different protection related IEDs are connected to a circuit-breaker IED. The
protections IEDs as well as the test set publish a GOOSE with a DataSet containing the general trip
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(PTRC). The circuit breaker (CB) is subscribing this GOOSE. The entire physical device (LPHD) can
be set to simulate and will start to react on simulated values if they are available. Now in addition the
circuit-breaker functionality (XCBR) needs to be defined and change its mode and behavior. Already
this combination shows diversity and possibilities. To embed this in protection testing further
discussions are necessary The protection device is now distance protection, backup protection and
auto-recloser (green boxes in the middle). They interact with circuit breaker IED in bay (green box
right hand side):

Figure 9 Sequence Diagram

Even in case of normal operation different modes might occur- e.g. backup protection (PTOC)
or auto recloser (RREC) can be switched off. This behavior has to be restored after test! During test
the IED reacts according the definitions of mode and behavior, the test set injects with simulation
indication to allow distinguishing between real and simulated values in case of "Sim". The test set
connected needs to check the transmitted quality information of trip for testing.

2.14Performance Testing [10]

With the communication network taking over all the tasks of the formerly hard wired
connections, it becomes a mission critical component. The hard wired signal loops become replaced
by GOOSE messages, that exchange the information between the protection relays and also towards
the now intelligent switch controllers. Sampled Values deliver the data from the instrument
transformers to the relays and meters. When all these elements of the so-called digital substation are
utilized, a dedicated network for the real time data, often called a process bus, will be present. A
measurement method must capture packets with accurate time stamps at different locations in the
network and identify and relate them correctly. Since the propagation time is a relative measure, it can
be determined without absolute time reference when the packet capturing can be done with a single
unit. In distributed scenarios, the different acquisition units need to be synchronized to a common
reference, which is typically done via GPS. Besides these synchronization issues, the measurement
itself is very similar in local and wide area scenarios.

2.15Measurements in Local Networks

In a local network, such measurements can be relatively easy performed when it is possible to
reach all locations from which traffic is to be captured from one single measurement device. The
relative timing of the data packets captured with the device is always accurate and no additional time
synchronization is required. Figure 10 shows such a measurement setup for a minimal network with
two switches S1 and S2 that are connected by a trunk link.
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Figure 10 Possible Measurements in LAN

A Sampled Value source (a merging unit) publishes one Sampled Values stream into the
network. The measurement device captures the Sampled Values packets coming from the Sampled
Values source before they enter the network at switch S1 and then again when they are broadcasted
from the other switch S2, after traversing through the network. A PC connected to switch S1 generates
load traffic by "pinging" an IED which is connected to switch S2. This forces ICMP messages to be
exchanged over the trunk link and therefore interfering with the Sampled Values. The ping utility used
for generating this load traffic allows specifying the size and the frequency of the ICMP packets. In
the used setup, all Ethernet links, also the trunk link, operated at 100 Mbit/s. The ICMP packets were
issued at a rate of about 1000 packets per second. At a packet size of 500 bytes, one ICMP packet
occupies the network for 40 us and the ping packets utilize 4 % of the total bandwidth. The next figure
shows the delay time distribution of the Sampled Values under the described conditions.

Figure 11 Delay time distribution with collisions due to network load

The left two bars, that contain most (96 %) of the measured packets represent the delay times
between 25 us and 28 us. This is the time needed for a packet to traverse the little network
undisturbed. The bars to the right, extending to delay times with a maximum of 66 ps, come from
packets that got in conflict with one of the ping packets. The maximum is exactly 40 ps (the duration
of the ICMP packets) higher than the average value for an undisturbed passage. This result matches
perfectly the expectations that can derived from the theoretical examination of the situation. This
demonstrates how other traffic can for example influence the transfer times of mission critical
information in such networks. A theoretical evaluation of the circumstances will not always be as easy
as with this minimal setup with its few and well controlled parameters, but a measurement will always
show the actual circumstances in a given installation.

2.16Measurements in Wide Area Networks

When measuring delay times over WAN, the task becomes more complex. Multiple acquisition
devices need to be used and they have to be precisely time synchronized (IEEE 1588, PTP) to achieve
the required timing accuracy. In the following picture, this is indicated by the GPS receivers connected
to the acquisition devices.
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Figure 12 Propagation time measurement over a WAN

But the whole measurement system is still controlled from one single computer, making the
operation as easy as possible. The expected range of the measured propagation delays is of course
typically one order of magnitude larger than in LANs, but this depends very much on the bandwidth
and WAN technology used.

As an example, a measurement was performed between two locations which are connected by a
microwave link. The measurement was made by capturing ICMP packets which were generated by
"pinging" a device at the remote end.

Figure 13 Delay time distribution over WAN connection.

The base speed of the link is rather fast, the bulk of the delay times lies in the range of 90us to
180us. But there are outliers in the range of more than 2ms. There was arbitrary load on the link,
probably causing the outliers. If such a communication link was to be used for protection applications,
the cause of the outliers needs to be investigated and removed to obtain consistent

3 CONCLUSION

The paper described the challenges and possibilities of testing in IEC 61850 substations. Ongoing
standardization and modern test sets allow application.
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